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1. Contacting Intlock  

Web site: http://www.intlock.com/intlocksite/contactUs.asp  

 

Contacting Intlock Support  

Free support is given during the installation and configuration of CardioLog Lite and the 

CardioLog 2007 Enterprise Trial. Contact us by either submitting a support request  or 

scheduling a support session . 

 

For our FREE CardioLog Lite edition, we provide support through e -mail and forums , 

response time is 48 business hours. Contact us  if you wish to purchase  our support 

services on an hourly basis.  

 

View the CardioLog Lite  User Guide  for a detailed description of the product.  

http://www.intlock.com/intlocksite/contactUs.asp
http://www.intlock.com/intlocksite/Support/Request-Support.asp
http://www.intlock.com/intlocksite/Support/Schedule-Support-Session.asp
http://forums.intlock.com/
http://www.intlock.com/intlocksite/contactUs.asp
http://www.intlock.com/intlocksite/downloads/CardioLog-Lite-User-Guide.pdf
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2 . Introduction  

CardioLog Lite for SharePoint 2007 is a FREE web analytics solution for SharePoint 2007. 

It is delivered with a set of basic SharePoint 2007 usage reports, with optional 

SharePoint report bundles . 

 

This guide describes the CardioLog Lite  maintenance procedures for system 

administrators:  

 

CardioLog Lite  Overview  

¶ System Architecture  

¶ System Requirements  ï including  payload analysis . 

¶ Basic Usage  Reports Overview . 

 

Daily Maintenance Tasks  

¶ CardioLog Lite  Diagnostics  -  how to d etect and correct faults in  the  CardioLog Lite 

system  components and tracking agent .  

¶ System Health and Performance Monitoring  -  infrastructure recommendations for 

operating system maintenance, database monitoring and backup policy.  

 

 

Configuration, Customization and Optimization Tasks  

¶ Data Collection Filters  -  how to configure the tracking agent . 

¶ Fine Tuning  -  how to ensure qual ita ti ve and accurate reporting data using URL 

mappings . 

¶ Troubleshooting Empty Usage Reports . 

¶ Data Integrity Tests  -  how to compare  the  CardioLog Lite  page views and unique 

users  reports  with the SharePoint 2007 usage reports.  

¶ Uninstall ing the  CardioLog Lite Tracking  Agent  -  how to remove the CardioLog  Lite  

tracking code from the portal.  

¶ Product License  ï how to view information about the licensed  product 

components, and install new licens es.  

http://www.intlock.com/intlocksite/ProductsAndServices/CardioLog/Reports-Gallery.asp
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3 . CardioLog Lite  Overview  

CardioLog Lite for SharePoint 2007 is a FREE web analytics solution for SharePoint 2007. 

It is delivered with a set of basic SharePoint 2007 usage reports.  

 

 

 

CardioLog Lite for SharePoint 2007 includes an adaptor for SharePoint 2007 -  which uses 

an advanced JavaScript tracking agent to monitor visitor actions such as item additions 

and deletions, page and document viewing, search results clicks and other Web 2.0 

actions.  

 

In addition, the adaptor identifies the structure of the SharePoint 2007 portal  and 

enables easy reporting for specific content areas.  

 

Specially built for authenticated environments, CardioLog Lite for SharePoint 2007 

provides enhanced visitor segmentation -  which is available through seamless integration 

with the organization's Act ive Directory.  

 

 

CardioLog Lite is non intrusive, and has no dependency on any of the SharePoint 

services. It is a web solution which enables users to view reports in different ways. 

Reports can be easily integrated into portal pages by exporting them to w eb parts, or 

launched directly from the CardioLog Lite web application.  

 

3 .1 System Architecture  

This is the CardioLog Lite  configuration for SharePoint 2007 within the intranet 

environment:  
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I t is recommended that you install CardioLog Lite on the SharePoint server, to avoid 

authentication and connectivity issues.  

 

 

The CardioLog Lite  solution includes the following separate components:  

1.  CardioLog Lite  Database  -  A repository for storing all tracking and reporting 

data . Contact Intlock  for a list of the database tables used in a CardioLog Lite  

topology . 

2.  CardioLog Lite  UI  -  A web application for configuring and viewing the web 

analytic s reports.  

3.  Portal Tree Service  -  A web service which provides the structure of the 

SharePoint 2007 portal .   

4.  Tracking Agent  -  A JavaScript tag which is included in the portal pages and 

monitors site usage. CardioLog Lite includes a tracking agent which monitors 

visitor behavior in SharePoint 2007  (The trackin g code is added to yo ur 

SharePoint 2007 CORE.js file or  to  common page component such as Master 

pages).  

The tracking agent  sends data to the Event Collector  web application.   

The CardioLogAgent IIS virtual directory (aka, the usage tracking application) 

requires user authentication, and thus is set to Windows Authentication. Just like 

any SharePoint page request, a request for a CardioLog Agent resource (including 

JS files) requires user authentication. Therefore the response includes a WWW -

Authenticate h eader field containing a challenge applicable to the requested 

resource. The client then repeats the request with a suitable Authorization header 

field.  

 

5.  Event Collector  -  A web service which sends tracking data from the tracking 

agent to the main CardioLo g Lite  database.  

This web service  must have  Anonymous Access enabled in order  enable the 

collection of  data from various monitored environments.  
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6.  CardioLog API  -  A set of web service s provided by  CardioLog Lite , which include 

functiona lities such as system health checks.  

7.  CardioLog Lite Scheduling Service  -  A Windows services which runs scheduled 

jobs, such as: usage data  processing , portal structure  updates  and  Active 

Directory data  updates . 

The service  login account must have db_owner  permissions for  the CardioLog Lite  

database, and read permissions for all SharePoint 2007 configuration and content 

databases.  

 

The CardioLog Lite Scheduling Service  includes the following separate 

components:  

¶ Usage Data Processing  -  processes incoming tracking data from Event 

Collector.  

¶ Portal Tree Updates  -  retriev es the structure of th e portal (monitored 

environment ). This is done  by creating an XML file which portrays the 

hierarchal structure of the portal, and then translating the XML data into 

relational data. T his structure is the basis for usage data aggregations.  

¶ Active Directory Updates  -  CardioLog Lite  provides the ability to 

segment authenticated visitors by their user names and the groups they 

belong to. The Active Directory Updates service component retri eves the 

list of users and groups directly from Active Directory.  

 

8.  CardioLog Lite Diagnostics  Service  -  A Windows service which runs the health 

checks for the system.  

 

 

 

The Data Collection Process  

1.  The CardioLog Lite JavaScript tracking code is added to SharePoint's CORE.js file 

and  is downloaded with each portal page request.  

2.  Information about user actions within the portal pages is sent to the 

CardioLogAgent web application ï via asynchronous JavaScript calls (AJAX).  

3.  The CardioLogAgent application passe s on the usage information, via HTTP web 

requests, to the EventCollector application -  which writes the data into the 

CardioLog Lite database.  
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3 .2 System Requirements  

Make sure that your system meets the following minimum hardware and software 

requirements :  

 

32 -bit or 64 -bit  Platform  

2 Processors  

4GB Memory  

Windows 2003 Server  

Windows 2003 Server R2  

Windows 2008 Server  

Windows 2008 Server R2  

Operating System  

SQL Server 2005 Standard  

SQL Server 2008 Standard  

 

Database  

 

10GB  

10GB  

~10GB (depends on the monitored 

environment)  

Depends on the backup policy  

Hard Disks  

     System Disk  

     Page File Disk  

     Database Disk  

      

     Transaction Log Disk  

¶ Microsoft .Net Framework 2.0  

¶ IIS 6.0 or IIS 7.0 or IIS 7.5  

¶ Microsoft Internet Explorer 6.0 or 

higher  

¶ SQL Server 2005/2008 Command 

Line Query Utility  

¶ SQL Server 2005 Backward 

Compatibility Components  

Additional Software & Services  

 

 

The CardioLog Lite Application User Account  
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I t is recommended to create  a dedicated user account for the CardioLog Lite application . 

The CardioLog Lite user account should have the following permissions  and roles:  

1.  db_owner for the  CardioLog Lite database   

2.  processadmin , view server state  for the CardioLog Lite SQL server .  

3.  db_datareader for the  SharePoin t  config uration and content databases  

4.  Read access for the SharePoint  TEMPLATE share . 

5.  Member of  the local IIS_WPG  group (for Windows  Server  2003 only) . 

6.  Full Control  permissions for the  CardioLog Lite Installation Folder .  

7.  Permissions for start ing and stop ping  the CardioLog Lite services.  

Note: If the CardioLog Lite user account is used for the installation of the CardioLog Lite 

application, make sure it is a member of the local Administrators group (on the 

CardioLog Lite server) and assigned with the create da tabase, alter any login 

permissions  on the CardioLog Lite SQL server.  
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3.2. 1  Portal Page Performance  

 
CardioLog Lite operates in a non - invasive transparent manner and does not affect the 

monitored portalós overall performance and response time. The product has a marginal 

footprint on the portal environment and can be turned off instantly should a diagnosis is 

required . 

 

CardioLog  Liteôs execution is asynchronous to the monitored portalôs execution and 

users' activity and thus CardioLog Lite has no di rect impac t on the monitored 

environment.  

 

Tracking Code  -  Portal usage tracking is performed by the CardioLog Agent  -  which is a 

300Kb piece of JavaScript tracking code, added to the portal pages. 270Kb of this code is 

cached in the client browser . 

 

CardioLog Agent File  Bytes Sent  Bytes Received  

/CardioLogAgent/AgentEmbed.aspx  1,111  4,336  

/CardioLogAgent/MOSS2007_1. 2.js  1,043  211  

/CardioLogAgent/agentBaseEmbed.aspx  959  34,092  

/CardioLogAgent/tunnel.aspx  1,395  342  

 

The d ownload time  for the CardioLog Agent JavaScript code  is dependent upon multiple 

factors -  such as network connectivity and band width. Generally, the download time is 

almost negligible . 

 

The CardioLog Agent JavaScript code is loaded on page -onload, an d sends usage data to 

the CardioLog Lite server -  asynchronously. The calls to the CardioLog Lite server do not  

affect the page response time.  

 

In cases where the CardioLog A gent fails to connect to the CardioLog Lite server (the 

Event  Collector  web application) , it tries to reconnect after  60 seconds ( configurable ) , to 

avoid unwanted overhead.  

 

Intlock  encourage s each cust omer to perform its own performance tests.   
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3.3 The Basic Usage Report s 

CardioLog Lite for SharePoint 2007 includes a set of 3 basic SharePoint usage reports: 

Unique Users, Visitors and Page Views. Additional  SharePoint report bundles  can be 

added at any time. All of t he reports can be filtered by Time frame, Portal object (such 

as farm, site collection, site, list,  list  item, etc.), and Active Directory users and groups.  

 

3.3.1 Basic Reports  

Page Views  

 

 

The Page Views chart displays:  

Home Page (Specific)  series -  number of views on the home page of the web site .  

All Pages (Aggregated)  series -  number of views on all the web site  pages.  

 

The Page Views table displays:  

¶ Display names  of the web site  pages.  

¶ View  is a request for a web page .  

¶ Unique Users is the number of individuals (a uniquely identified client) who visited 

the web page.  

http://www.intlock.com/intlocksite/ProductsAndServices/CardioLog/Reports-Gallery.asp
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¶ Visit duration  is the average time (in seconds) spent in a web page . 

¶ Exit Rate  is t he percentage of times a specific web page was last in a visit.  

 

Unique Visitors  

 

 

The Unique Visitors  chart displays:  

Home Page (Specific)  series -  number of individuals who visited the home page of the 

web site .  

All Pages (Aggregated)  series -  number of individuals who  visited any  of the web site  

pages.  

 

The Unique Visitors  table displays:  

¶ Display names  of the visitors  to the  web site .  

¶ View  (or Page View)  is a request for a web page.  

¶ Visit  is a  series of requests from the same unique user with in  a browser session . 

The session timeout is 30 minutes . A visit contain s multiple page views.   

¶ Visit duration  is the average time (in seconds) spent in a visit . 
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Vis its  

 

 

The Visits chart displays:  

Home Page (Specific)  series -  number of visits to the home page of the web site.  

All Pages (Aggregated)  series -  number visits to any of the web site pages.  

 

Visit is a series of requests from the same unique user within a  browser session. The 

session timeout is 30 minutes. A visit contains multiple page views.    
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3.3. 2  Report Operations  

When accessing a report from Report Center -  you can :  edit its  data filters ( time frame , 

portal object , users and groups ) , export to both Microsoft Excel and Microsoft SharePoint 

Web Parts, and open  the report in a new browser window (directly link ) . 

 

For more details see the  CardioLog Lite  User Guide . 

 

 

 

 

 

 

http://www.intlock.com/intlocksite/downloads/CardioLog-Lite-User-Guide.pdf
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4. Daily Maintenance Tasks  

To best maintain your system, perform the maintenance tasks in this section every day . 

You can automate these tasks by scheduling them to run on a daily basis:  

 

¶ CardioLog Lite  Diagnostics  

¶ System Health and Performance Monitoring  

 

The maintenance tasks should be performed by a user with a local administrator account 

on the CardioLog Lite server.  

 

4.1 CardioLog Lite  Diagnostics  

To monitor the CardioLog Lite  System components:  

1.  Configure the CardioLog Lite services .  

2.  Detect and handle  faults with  the Diagnostics  Dashboard :  

¶ View ing  the current status of the CardioLog Lite Scheduling Service components 

and tracking agents  

¶ Troubleshooting errors in  the  CardioLog Lite Services.  

¶ Troubleshooting errors in  the  Tracking Agent .  

¶ Troubleshooting errors in  the  CardioLog Lite UI.  

 

4.1.1 Configur ing the  CardioLog Lite Service s 

The CardioLog Lite Diagnostics  Service  checks the status of the CardioLog Lite 

Scheduling Service  components and tracking agent , and sends errors alerts via e -mail.  

 

By default, all of the CardioLog Lite Scheduling Service components run every day at 

12:00 AM, not including  the Usage Data Processing  -  which  runs every hour ,  and the 

CardioLog Lite Diagnostics  Service  -  which  runs every day at 08:30 AM.  

 

To configure the CardioLog Lite Services:  

1.  For better resource utilization, calculate  the amount of time needed for each 

service component to run , and schedule  them  to run one at a time . 

2.  Schedule the CardioLog Lite Diagnostics  Service  to run after  all  the CardioLog  Lite 

Scheduling Service components  have finished running .  

3.  The CardioLog Lite Diagnostics S ervice errors alerts  are sent via e -mail. Configure 

e-mail alert settings  (SMTP server, e -mail recipients).  



 

 

 

 

- 17 - 
 

 

4.  Define a threshold for the  monitored  website  -  to be notified when the event 

count for the monitored website  has not reached a specified minimum count.  

 

4 .1 .1 .1  Sche duling  the CardioLog Lite Scheduling Service  

Component s 

Each service component can be scheduled to run at defined time intervals.  

1.  In the General Administration  pane, under CardioLog Lite Scheduling Service  

click the service component.  

2.  The Service  dialog includes the following fields:  

¶ Enable Logging  -  the componentôs activity is logged. The default log file path is 

at <Card ioLog Lite Installation Directory> \ CardiologS chedule Services \ Logs  

¶ Service Schedule Type  -  defines the time interval to run the service 

component:  

-  Interval  -  defined in the Time offset in seconds  fields  

-  Hourly  -  Every hour, on the hour  

-  Daily  -  Every day at 12:00 AM  

-  Weekly  -  Every Sunday at 12:00 AM  

-  Monthly  -  Every month, on the 1 st , at 12:00 AM  

-  Yearly  -  Every year, on Jan 1 st , at 12:00 AM  

¶ Time offset in seconds  ï time (in seconds ) added for the selected schedule  

type .  

Example 1: If the schedule type is Daily, and Time offset in seconds is 3600, then 

the service component will run every day a 01:00 AM.  

Example 2: If the schedule type is Interval  and Time offset in seconds is 1800, 

then the service component will run eve ry 30 minutes.  
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Portal Tree Updates Service dialog  

 

Note : In order for changes in the service components to take place, you must restart 

the ' CardioLog Lite Scheduling Service' service.  

 

4. 1 .1.2  Configuring  the Service Components Parameters  

¶ Portal Tree Updates  -  The Portal Tree Updates service component retrieves the 

structure of the portal (monitored environments). This is done  by creating an XML 

file which portrays the hierarchal structure of the portal, and then translating the 

XML data into relationa l data. This structure is the basis for data aggregations.  

1.  In the General Administration  pane, under CardioLog Scheduling 

Service  click Portal Tree Updates .  

2.  Set the schedule type and then click Next .  

3.  In the Service Parameters  dialog , enter a URL for your Portal Tree Web 

Service. By default, the web service is the SharePoint 2007 Tree web service.  

4.  Click the down arrow to add the Portal Tree Web Service to the selected web 

services.  

5.  Click Save , and restart 'CardioLog Lite Scheduling Service'.  
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Portal Tree Updates -  Service Parameters dialog  

 

Transferring the portal structure through file system  

By default, the SP2007Tree application exposes the portal hierarchal structure 

through an HTTP web service. For large portals, where the resources alloca ted for 

the web request (2 GB of memory) are insufficient for holding the structure of the 

portal, CardioLog can transfer the portal structure via the file system. To do so, 

add the following parameters to the Tree Web Service Url field:  

 

 

http://< CardioLogServer>:<port>/SP2007Tree/default.aspx?output=file&logFilePath=[CardioLog 

Installation Folder]\ CardioLogScheduleServices\ Logs 
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¶ Active Directory Updates  -  CardioLog Lite  provides the ability to segment 

authenticated visitors by their user names and the groups they belong to. The 

Active Directory Updates service component retrieves the list of users and groups 

directly from Active Directory.  

 

¶ In the General Administration  pane, expand CardioLog Scheduling 

Service .  

¶ Click Active Directory Updates .  

¶ Set the schedule type and then click Next .  

¶ In the Edit Service Parameters  dialog , fill out the following fields:  

¶ Active Directory Connection String  -  A full DNS name for the Active 

Directory  Server . Example: ñmycompany.com ò 

¶ Load Users From Specified Organizational Units -  A list of semicolon -

separated organizational units. Example: ñOU1;OU2ò 

By default the Active Directory Updates  service component loads users 

from the entire Active Directory.  

¶ Load from external Web service URL -  this is an optional field, for 

loading users from an Active Directory which is located in DMZ (using a 

designated web service).  

¶ Active Directory Credentials ï this is an optional field. If the CardioLo g 

Scheduling Service account is a member of your domain, there is no need 

to supply credentials.  

¶ Click the down arrow to add the Active Directory to the selected Active 

Directories.  

¶ Select the Active Directory domain in the selected Active Directories box and 

click Test  to test the connection to your domain.  

¶ Click Save , and restart CardioLog Lite Scheduling Service .  

¶  
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Active Directory Updates  Service Parameter dialog  

 

 

4. 1.1 .3  Calculating the  Service Component R untime  

You can calculate the amount of time needed for each service  component  to run via the 

service component status window in the Diagnostics Dashboard:  

 

1.  In the General Administration  pane, expand System Diagnostics .  

2.  Click on Diagnostics Dashboard  and select the service component.  

3. The start time is the Runtime Schedule  and the end time is the Last Runtime .  

 

For example, Portal Tree Updates  runs 5 hours for a tree with 2 ,000 ,000 objects.  
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It starts every day at 12:00 + 1000 seconds (12:16 A.M) and finishes at 05:0 3 A.M, 

thus  the total runtime is 5 hours.  

 

Service component status window  

 

4. 1.1 .4  Scheduling  the CardioLog Lite Diagnostics  Service  

Schedule  the CardioLog Lite Diagnostics Service  to  run  after the CardioLog Lite 

Scheduling Service components  have finished running . By default, the CardioLog Lite 

Diagnostics Service run s every day at 08:30 AM.  

 

1.  In the General Administration  pane, under System Monitoring  click on 

CardioLog Lite Diagnostics Service .  

2.  The CardioLog  Lite Diagnostics Service  dialog includes the following fields:  

¶ Service Schedule Type  -  defines the time interval to run the service 

component:  

-  Interval  -  defined in the Time offset in seconds  fields  

-  Hourly  -  Every hour, on the hour  

-  Daily  -  Every day at 12 :00 AM  

-  Weekly  -  Every Sunday at 12:00 AM  

-  Monthly  -  Every month, on the 1 st , at 12:00 AM  

-  Yearly  -  Every year, on Jan 1 st , at 12:00 AM  
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¶ Time offset in seconds  ï time (in seconds) added for the selected schedule 

type.  

Example 1: If the schedule type is Daily,  and Time offset in seconds is 3600, then 

the service component will run every day a 01:00 AM.  

Example 2: If the schedule type is Interval and Time offset in seconds is 1800, 

then the service component will run every 30 minutes.  

 

 

CardioLog Lite Diagnostics Service  dialog  

 

3.  In order to commit changes , you must restart the ' CardioLog Lite Diagnostics  Service ' 

service. Click on Start  > Run  > services.msc  

4.  Right click on CardioLog Lite Diagnostics  Service  and select  Restart.  

 

4. 1.1 .5 Configur ing  E- mail Alert  Settings  

1.  In the General Administration  pane, under System Diagnostics  click on 

Diagnostics  Dashboard .  

2.  In the Services  table, click on CardioLog Lite Scheduling Service  in order to view 

the status of the service.  
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Diagnostics  Service Status dialog  

 

3.  In the CardioLog Lite Scheduling Service Status  dialog, check the Send service 

error alerts  checkbox.  

4.  Click on Email  Alert s Settings to configure the e -mail settings.  

5.  In the Configure Email  Settings  dialog, fill out the following fi elds:  

¶ SMTP Mail Server  -  A full DNS name for the SMTP Server . Example: 

ñmycompany .co mò 

¶ SMTP User Name, SMTP Password -  these are optional fields, for supplying 

credentials.  

¶ System Administrator e - mail address -  recipients list for service error 

alerts. Click on the right arrow to select Email addresses.  

6.  Click the down arrow to add the e -mail address to the selected recipients list.  

7.  Click Save , and restart CardioLog Lite Scheduling Service .  
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Configure Email Settings  dialog  
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Select Users and Groups E -mail Address dialog  

 

4. 1.1 .6 Defining  a threshold for each monitored web site  

1.  In the General Administration  pane, under System Diagnostics  click on 

Diagnostics  Dashboard .  

2.  In the Tracking Agents  table, click on All Monitored Sites Status dialog to define 

the Default Event Count Threshold  and the Event Count Period (in hours)  for 

all web sites . 
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All Monitored Sites Status  dialog  

 

3.  In the All Monitored Sites Status dialog, select the Send service error alerts  in 

order to get service error alerts via e -mail. These alerts are sent when the event  

count for all monitored sites is under  the threshold .  

4.  Click on Email  Alert s Settings to configure the e -mail settings.  

5.  In the Tracking Agents  table, click on Add a Monitored  Site .  
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Add  Monitored S ite  dialog  

 

6.  In the Add Monitored Site  dialog , click on Browse (...) in order to select  a site from 

Object Explorer. Enter the default event count threshold  for this site in the 

Threshold  field.  
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Choose a site from the Object Explorer  dialog  

 

7.  In the Tracking Agents  table, click on each Monitored Site  in order to edit or 

delete it.  
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Edit Monitored Site  dialog  
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4 .1.2  Diagnostics  Dashboard  

The Diagnostics  Dashboard enables the  detect ion  and correct ion of  faults in the 

CardioLog Lite Scheduling Service components and tracking agents .  

1.  View ing  the current status of the CardioLog Lite Scheduling Service components 

and tracking agent  

2.  Troubleshooting errors  in  the  CardioLog Lite Services  

3.  Troubleshooting errors in  the  Tracking Agent   

 

4. 1.2 .1  View ing  the status of the CardioLog Lite Scheduling 

Service  components  

1.  In the General Administration  pane, under System Diagnostics  click on 

Diagnostics  Dashboard .  

 

 

 

Diagnostics Dashboard  dialog  

 

2.  In the Services  table, click on CardioLog Diagnostics  Service  in order to view the 

status of the service.  


































































