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1. Introduction  

Users with the administrator role can  use the General Administration pane to configure 

the following system components:  

 

¶ System Configuration  -  Includes  the CardioLog Conf iguration Wizard to configure 

language and date format, the SharePoint 2007  Tree Service  (which provides the 

structure of the monitored environment) and the SharePoint 2007 Tracking Agent 

(which monitors site usage) , and reporting data cache configuration.   

¶ CardioLog Scheduling Service  -  Performs different scheduled tasks  such as : 

creating reports, sending email notifications, processing usage data, refreshing  the 

portal structure, refreshing  Active Directory data, and more.  

¶ Report Templates  -  Defined for v arious objects , such as portal items  (Homepage s, 

List s, Document s, etc.), portal users, report drill -down s, and more.  

¶ Black List  -  A list of rules (filters) for data collection in the monitored environments.  

¶ System Roles  -  Role assignment for users and gro ups . 

¶ Product License -  Provides information about the licensed product components, and 

enables the installation of new licenses.  

¶ System Diagnostics  ï A dashboard which displays the status of the CardioLog 

Scheduling Service components and tracking agents.  

¶ URL Mappings  -  A list of rules for modifying URL addresses which are collected by 

the tracking agent.  

¶ IIS Logs Import ï A tool which allows you to gather your existing usage tracking 

data, dating before the installation of CardioLog 2007, by importing this  information 

from IIS logs.  
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2 . System Requirements  

To ensure optimal operation, it is highly recommended to install the CardioLog 

application and database on dedicated servers.  

 

Make sure that your system meets the following minimum hardware and software 

requirements:  

 

 Standard/ Professional  Enterprise  

Platform  32 -bit  or 64 -bit  64 -bit  

Operating System  Windows 2003  Server  

Windows 2003  Server R2  

Windows 2008 Server  

Windows 200 8 Server R2  

Windows 2003  Server  

Windows 2003  Server R2  

Windows 200 8 Server  

Windows 200 8 Server R2  

Memory *  4 GB  Minimum **  -  8GB  

Recommended -  16 GB  

Processors *  2xQUAD  Minimum** -  2xQUAD  

Recommended -  4xQUAD  

SQL Edition  

 

 

 

    

 

SQL Server 2005  Standard  

SQL Server 2008 Standard  

 

 

 

 

Minimum **  -   

SQL Server 2005  Standard  

SQL Server 2008 Standard  

 

Recommended ï  

SQL Server 2005 Enterprise  

SQL Server 2008 Enterprise  

SQL Memory  2 GB 8 GB  

SQL Processors  2xQUAD  Minimum** -  2xQUAD  

Recommended -  4xQUAD  

SQL Storage  

System Disk  

Page File Disk  

Database Disk  

  

RAID  

 

10 GB  

10 GB  

Pro: ~150 GB per year  

Standard: ~50 GB per year  

Raid 5/10 or similar  

 

10 GB  

10 GB  

~ 300  GB per year and up  

 

Raid 5/10 or similar  

Additional Software & Services  ¶ Microsoft .Net Framework 2.0  

¶ IIS 6.0 or IIS 7.0  or IIS 7.5  

¶ Microsoft .Net Framework 2.0  

¶ IIS 6.0 or IIS 7.0  or IIS 7.5  



 

 

 

- 6 - 
 

¶ Internet Explorer 6.0 or higher  

¶ SQL Se rver 2005/2008 

Command Line Query Utility  

¶ SQL Server 2005 Backward 

Compatibility Components  

¶ Internet Explorer 6.0 or higher  

¶ SQL Server 2005/2008 

Command Line Query Utility  

¶ SQL Server 2005 Backward 

Compatibility Components  

 

*     This refers to hardware allocated for the CardioLog application pool and services (and not for the CardioLog 

SQL server)  

**   For up to 2,000,000 page views per month  

 

For more information, see the CardioLog 2007 System Requirements  guide.  

http://www.intlock.com/intlocksite/Downloads/CardioLog-2007-System-Requirements.pdf
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3 . CardioLog 2007 Architecture  

The CardioLog 2007 solution inc ludes the following separate components:  

 

A web application for configuring and 

viewing the web analytic reports. Hosted 

on the CardioLog 2007 server.  

UI  

A repository for storing all tracking and 

reporting data. Hosted on the CardioLog 

2007 server.  

Databa se  

A web service which provides the 

structure of the monitored environment.  

CardioLog 2007 includes several off - the -

shelf portal tree services, such as the 

SharePoint 2007 Tree Service.  

Portal Tree Service  

A JavaScript tag which is included in the 

portal  pages and which monitors site 

usage. CardioLog 2007 includes several 

off - the -shelf tracking agents, such as the 

MOSS 2007 Agent.  

Tracking Agent  

A web service which sends tracking data 

from the tracking agent to the main 

CardioLog 2007 database.  

Event Col lector  

A Windows services which runs scheduled 

jobs, such as event processing.  

CardioLog Scheduling Service  

A Windows service which runs the health 

checks for the system.  

CardioLog Diagnostics Service  

A web application which sends tracking 

data from tra cking agents located in DMZ 

-  to the Offsite database.  

Offsite Application  

A repository of tracking data in DMZ.  Offsite Database  
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A web service which provides custom 

visitor data.  

User Categories Service  

 

 

Sample Configuration  

This is a basic CardioLog 2007 configuration for SharePoint 2007 within an intranet 

environment:  

 

 

 

For performance reasons, it is recommended to separate CardioLog 2007 from the 

monitored environment and  install it on a designated server.  
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4. System Configuration  

4.1 Configuri ng Usage Tracking and Reporting  

The CardioLog Configuration Wizard helps with configuring the CardioLog modules for 

your SharePoint 2007 Portal. These include the SharePoint 2007 Tracking Agent  -  

which is designed to monitor visitor behavior in SharePoint 2007, and the SharePoint 

2007 Adaptor  -  which provides the structure of your SharePoint 2007 portal.  

 

1.  Launch CardioLog.  

2.  In the General Administration  pane, under System Configuration,  click on 

CardioLog  Configuration Wizard .  

3.  Go through the wizard steps.  

 

 

 

4.1.1 Document Usage Tracking  

By default, the SharePoint 2007 Agent tracks document usage for documents which are 

accessed through the browser. This is achieved by tracking browser clicks in document 

libraries (which are not displayed in Explorer view).  
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In order to track document access from non -browser sources -  such as Windows 

Explorer or Outlook, you need to install the CardioLog 2007 HttpModule for 

SharePoint 2007 .  

 

1.  In the SharePoint 2007 server, add CardioLogHttpModule.dll  to the GAC. The dll 

can be  found at the CardioLog 2007 installation folder:  

\  CardioLog \ CardioLogScheduleServices \ CardioLogHttpModule.dll  

2.  In the SharePoint 2007 server, for each web site, modify Web.config:  

In the <httpModules> section, add:  

<add name="CardioLogHttpModule" type="C ardioLog.HttpModules.EventsModule,CardioLogHttpModule, 

Version=1.19.154.6, Culture=neutral, PublicKeyToken=56b51e29d93ab3fb" />  

 

In the <appSettings> section, add:  

<add key="CardioLog.Events.DocExtensions" value=".doc*.docx*.ppt*.pptx*.pps*.ppsx*.txt*.pdf* "/>  

<add key="CardioLog.Events.ExcludeUserAgents" value="Microsoft Office Existence Discovery*"/>  

<add key="CardioLog.API.EventsServiceUrl" value="http://localhost:29999/CardioLogAPI/Events.asmx"/>  

<add key="CardioLog.Events.LogFile" value="C: \ CardioLogHtt pModule.log"/>  

<add key="CardioLog.Events.LogLevel" value="None"/><! -- None,Error,Message -- >  

 

Enter you own values for:  

-  CardioLog.Events.DocExtensions (a list of star separated file extensions to track)  

-  CardioLog.Events.LogFile  

 

3.  In the CardioLog 2007 in stallation folder, open this file for editing:  

\ CardioLog \ CardioLogAgent \ AgentEmbed.aspx  

4.  In AgentEmbed.aspx , set element.HandleFileExtension to false:  

element.HandleFileExtension = false;  

5.  Restart the SharePoint 2007 IIS server (iisreset).  

 

Note : In case of  multiple servers in your SharePoint farm, consider using the 

HttpModule as a farm scoped SharePoint solution. SharePoint has a class that will deal 

with Web.config issues in a way that handles rollback and recovery and ensures that all 

sites are configure d the same.  

 

4.1.2 Configuring Multiple Adaptors  

Multiple SharePoint 2007 adaptors can be configured within the Tree Service 

Web.config  file:  

In <CardioLog Installation Folder> \ SP2007Tree \ Web.config, add the following keys to 

the <appSettings>section:  
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¶ prof ile_1_includedWebApps  -  this is a star separated list of web applications 

(virtual servers) to include in the tree.  

¶ profile_1_SharePointTemplatePath ï this is the full path for the SharePoint 

2007 'TEMPLATE' directory.  

 

 
<appSettings>  

<add key="profile_1_i ncludedWebApps" value="http://<sharepoint server name>:<port>*" />  
<add key="profile_1_SharePointTemplatePath" value=" \ \ <sharepoint server name> \ C$\ Program 

Files \ Common Files \ Microsoft Shared \ Web Server Extensions \ 12 \ TEMPLATE\ " />  
</appSettings>  

 

Add the f ollowing keys to the <connectionStrings>section:  

¶ profile_1_configDB  -  this is the connection string for the SharePoint 

configuration database.  

¶ profile_1_contentDB  -  this is a place holder for creating connection strings to 

the SharePoint content databases.  Note: Leave "Initial Catalog={0};" as it is.  

 

<connectionStrings>  
    <add name="profile_1_configDB" connectionString="Integrated Security=SSPI;Persist Security 
Info=False;Initial Catalog=<sharepoint config database name>;Data Source=<database server name >" />  
    <add name="profile_1_contentDB" connectionString="Integrated Security=SSPI;Persist Security 
Info=False;Initial Catalog={0};Data Source=<database server name>" />  
</connectionStrings>  

 

Add the profile to the Portal Tree Updates  service component :  

http:// <domain> :29999/SP2007Tree/default.aspx?profile=1  

 
4.2 Managing Reporting Data  

4.2.1 Cache Configuration  

For the sake of improved performance, CardioLog caches the results for each reporting 

query -  in accordance with the specific report filters used . In the Cache Configuration 

page, you can define for how long each query is cached for, and clear the entire 

reporting cache.  

 

1.  In the General Administration  pane, under System Configuration  click on 

Reporting  Data .  

2.  Check Enable Reporting Data Caching to e nable report caching.  

3.  Fill out a value for the Cache life time in days  field.  

4.  Click Save  

5.  Click Clear Cache  if you wish to clear the entire reporting cache.  

 



 

 

 

- 12 - 
 

5. CardioLog Scheduling Service  

5.1 Adding  and deleting  service components  

Administrators can add/ delete and edit service components. In order for changes in the 

services to take place, you must restart the '  CardioLog Scheduling Service' service.  

5.1.1 How to add a service  component  

1.  In the General Administration  pane, right click CardioLog Scheduling Service  

and then select Add component é 

2.  In the Add component  dialog, select the required services and then click Save .  

 

5.1. 2  How to delete a service component  

1.  In the General Administration  pane, expand CardioLog Scheduling Service .  

2.  Right click a service c omponent and select Delete .  

 

5.2 Editing service components  

5.2.1 How to edit  a service component  

6.  In the General Administration  pane, expand CardioLog Scheduling Service .  

7.  Right click a service component and select Edit , or click the service component.  

 

5. 2.2 Service component scheduling  

Each service component can be scheduled to run at defined time intervals.  

1.  In the General Administration  pane, expand CardioLog Scheduling Service .  

2.  Right click a service component and select Edit , Or click the service compo nent.  

3.  The Edit Service  dialog includes the following fields:  

¶ Enable Logging  -  the componentôs activity is logged. The default log file path is 

at <CardioLog Installation Directory> \ CardiologScheduleServices \ Logs  

¶ Service Schedule Type  -  defines the time int erval to run the service 

component:  

-  Interval  -  defined in the Time offset in seconds fields  

-  Hourly  -  Every hour , on the hour  

-  Daily  -  Every day at 12:00 AM  

-  Weekly  -  Every Sunday at 12:00 AM  

-  Monthly  -  Every month, on the 1 st , at 12:00 AM  

-  Yearly  -  Every year,  on Jan 1 st , at 12:00 AM  

¶ Time offset in seconds  ï time (in seconds) added for the selected schedule  

type .  
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Example 1: If the schedule type is Daily, and Time offset in seconds is 3600, then 

the service component will run every day a 01:00 AM.   

Example 2: I f the schedule type is Interval and Time offset in seconds is 1800 , 

then the service component will run every 30 minutes.  

 

 

Edit Service dialog  

 

Note : In o rder for changes in the service components  to take place, you must restart 

the '  CardioLog Schedulin g Service' service.  

 

5.3 Usage Data Processing  

The Usage Data Processing  service component processes incoming tracking data from 

Event Collector.  

 

5.4 Portal Tree Updates  

The Portal Tree Updates service  component  is responsible for retrieving the structure  of 

the portal (monitored environment s).  It does so  -  by creating an XML file which portrays 

the hierarchal structure of the portal, and then translating the XML data into relational 

data. This structure is the basis for data aggregations.  

 

1.  In the General Administration  pane, expand CardioLog Scheduling Service .  
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2.  Click Portal Tree Updates .  

3.  Set the schedule type and then click Next .  

4.  In the Edit Service Parameters  dialog, enter a Url for your Portal Tr ee Web 

Service. If the web service has an .asmx extension,  enter the Web Method name.  

5.  Click the down arrow to add the Portal Tree Web Service to the selected web 

services.  

6.  Repeat steps 4 -5 for each Portal Tree Web Service . 

7.  Click Save , and restart 'CardioLog Scheduling Service'.  

 

 

Portal Tree Updates -  Edit Servi ce Parameters dialog  

 

For more information about the Portal Tree Web Service, see:  

CardioLog Best Practice -  Integration of Custom Hierarchical Structure.pdf  

 

5.5 Report Schedul ing  

The Report Schedul ing  is responsible for the automatic generation of sched uled reports 

and their distribution through Email.  

 

1.  In the General Administration  pane, expand CardioLog Scheduling Service .  

2.  Click Report Scheduling .  
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3.  Set the schedule type and then click Next .  

4.  In the Edit Service Parameters  dialog, fill out the following fields:  

¶ SMTP Mail Server  -  A full DNS name for the SMTP Server. Example: 

ñmycompany.comò 

¶ SMTP User Name, SMTP Password -  these are optional fields, for supplying 

credentials.  

¶ System Administrator e - mail address ï a recipients list of  service error alerts. 

Click on the right arrow to select Email addresses.  

5.  Click the down arrow to add the e -mail address to the selected recipients list.  

6.  Click Save , and restart 'CardioLog Scheduling Service'.  

 

 

Report Scheduling ï Edit Service Parameters dialog  
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Select User s and Groups  -  E-mail Address dialog  

 

 

5. 6  Active Directory Updates  

CardioLog 2007 provides the ability to segment authenticated visitors by their user 

names and the groups they belong to. The Active Directory Updates service component 

retrieves the list o f users and groups directly from Active Directory.  

 

1.  In the General Administration  pane, expand CardioLog Scheduling Service .  

2.  Click Active Directory Updates .  

3.  Set the schedule type and then click Next .  

4.  In the Edit Service Parameters  dialog, fill out the fo llowing fields:  

¶ Active Directory Connection String  -  A full DNS name for the Active Directory 

Server.  Example: ñmycompany.com ò 

¶ Load Users From Specified Organizational Units -  A list of semicolon -

separated organizational units. Example: ñOU1;OU2ò 

By defaul t the Active Directory Updates  service component loads users from the 

entire Active Directory . 
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¶ Load from external Web service URL  -  this is an  optional field, for loading  

users from an  Active Directory which is located in DMZ (using a designated web 

servic e).  

¶ Active Directory Credentials ï this is an optional field. If the CardioLog 

Scheduling Service account is a member of your domain, there is no need to 

supply credentials.  

5.  Click the down arrow to add the Active Directory to the selected Active Directorie s.  

6.  Select the Active Directory domain in the selected Active Directories box and click 

Test  to test the connection to your domain.  

7.  Click Save , and restart 'CardioLog Scheduling Services'.  

 

 

 

Active Directory Updates -  Edit Service Parameter dialog  

 

For mo re information on the Active Directory Updates   external web service, see:  

Integration with Custom User Data.pdf  
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5. 7  User Categories Updates  

CardioLog 2007 provides the ability to segment visitors by any custom category. The 

User Categories Updates  servic e component retrieves the list of custom categories from 

a designated web service.  

 

1.  In the General Administration  pane, expand CardioLog Scheduling Service .  

2.  Click User Categories Updates .  

3.  Set the schedule type and then click Next .  

4.  In the Edit Service Para meters  dialog, fill out the following fields:  

¶ Categories Web Service URL   

Example: ñhttp://<SERVER_NAME>/CardioLogAPI/Categories.asmxò 

¶ Web Method Name  -  optional   

¶ User Name  -  optional  

¶ Passwo r d  -  optional  

5.  Click Sa ve , and restart 'CardioLog Scheduling Servic es'.  

 

 

Category Agent -  Edit Service Parameters dialog  
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5. 8  Usage Data Processing  (Remote Environments)  

CardioLog 2007 can also monitor external environments (such as internet sites) and 

store the tracking data in a temporary repository (CardioLog Offsite  DB). The Usage 

Data Processing (Remote Environments)  service component is responsible for importing 

data from the temporary repository to the CardioLog 2007 database.  

 

1.  In the General Administration  pane, expand CardioLog Scheduling Service .  

2.  Click Usage D ata Processing (Remote Environments) .  

3.  Set the schedule type and then click Next .  

4.  In the Edit Service Parameters  dialog, fill out the following fields:  

¶ Offsite  URL  -  the Offsite web application URL  

Example: ñhttp://<SERVER_NAME>/OffsiteSQL/DataRetrieve.aspxò 

¶ Bulk Size  -  the number of events to transfer in each bulk   

Example: 100  

5.  Click the down arrow to add the Offsite URL to the selected Offsite URLs.  

6.  Click Save , and restart 'CardioLog Scheduling Service'.  

 

 

Usage Data Processing (Remote Environments)  -  Edit Service Parameters dialog  
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5. 9  Starting the CardioLog Scheduling Service  

1.  Click on Start  > Run  > services.msc  

2.  Open CardioLog Scheduling Service .  

3.  In the CardioLog Scheduling Service  properties window, click Start  and then OK .  

 

Note:  

If you have selected Wi ndows Authentication as the authentication access mode for the 

CardioLog database (this was done in the Installation Wizard), then the CardioLog 

Scheduling Service  login account must be assigned a db_owner role for the CardioLog 

database.  
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6 . Report Templa tes  

6.1  Creating templates  

The Administrator can add templates to the various item types of the monitored 

environments:  

 

1.  In the Navigation pane, under General Administration, click Templates  to view the 

system item types.  

2.  Right click an item and select Add  templateé 

 

 

 

Add template    

 

3.  In the Add Template dialog, enter the template name in the Name  text box and then 

select the number of columns for the template.  

4.  To base the new template on an existing template, select a template from the Based 

Template  drop  down list.  
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5.  Click Save .  

 

 

Add Template dialog  

 

6 .2 Display ing  real time data directly from the portal  

The capability to export a report from the Report Center ï as a Web Part (see ñHow to 

export a report as a Microsoft SharePoint Web Partò) is designed mainly for exposing 

specific data in a specific page (for instance, a Wiki site manager which would like to 

display a list of top pages or top content contributors -  in the homepage).  

 

On the other hand, in order to display real time data for many pages ï you can use 

CardioLog 2007ôs API ï which enables to submit queries directly from a portal page.  

 

1.  The system administrator creates Published Templates for pages (objects) in the 

portal. These templates are available from the portal pages.  

2.  By using the API, ea ch portal page displays a list of available templates for real time 

data.  

3.  Upon selecting a template from the list of templates in the portal page, a new 

window opens ï displaying the template ï which includes a collection of Visual 

Controls showing statist ic data for the portal page.  
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Submit queries directly from portal pages with the ñCardioLog Usage Reportsò menu 
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7 . Black List  

7 .1 Creating Rules  

The Black List defines rules for data which should not be collected in the monitored 

environments. For exa mple, data on views for a specific user in a specific time frame, 

etc. The application of a Black List rule is done from the moment the rule is created (and 

not retroactively).  

 

1.  In the Navigation, under General Administration, click Black List .  

2.  In the Cent ral Area, click Add .  

3.  In the Add Rule dialog, enter the Name  and Description  fields.  

4.  In the Add Rule dialog, under Define more criteria , select values for the Field , 

Condition  and Value  fields (see the next sections in this guide for details on these 

fields ).  

 

 

Create Rule dialog  

 

5.  Click Add to List .  

6.  Click Save .  

7.  The new rule is added to the Black List. The Valid From  Column in the Central Area 

displays the date from which the rule is applied.  
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Black List dialog  

 

Note : The rules in the Black List have an OR (1) relationship, while the criteria for a rule 

have an AND (2) relationship.  

  

The relationship between rules and criteria  

 

7 .1.1  How to set a date range criterion for a Black List rule  

1.  In the Add Rule dialog, in the Field  drop down list, select Date Ra nge .  

2.  Click on Browse ( é) and select a date range.  
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Setting a date range criterion for a Black List rule  

 

7 .1.2 How to set a source criterion for a Black List rule  

1.  In the Add Rule dialog, in the Field  drop down list, select Source .  

2.  In the Condition  drop d own list, select is (specific)  to select a specific item, or 

select is (aggregated)  to include also child items.  

3.  Click on Browse ( é) and select the desired item.  
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Setting a source criterion for a Black List rule  

 

7 .1.3 How to set a user criterion for a B lack List rule  

1.  In the Add Rule dialog, in the Field  drop down list, select User Name  or 

Authentication Group .  

2.  In the Condition  drop down list, select the desired condition.  

3.  Click on Browse ( é) and select the desired user/group.  
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Setting a user criterion f or a Black List rule  

 

7 .1.4 How to set a URL criterion for a Black List rule  

1.  In the Add Rule dialog, in the Field  drop down list, select URL .  

2.  In the Condition  drop down list, select the desired condition.  

3.  Enter a URL address in the Value  text box.  

 


