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1. Introduction

Users with the administrator role can use the Administration pane to configure the

following system components:

¢ System Configuration - Includes the CardioLog Configuration Wizard to configure
language and date format, the SharePoint Tree Service (which provides the structure
of the monitored environment) and the SharePoint Tracking Agent (which monitors
site usage), and reporting data cache configuration.

e CardiolLog Scheduling Service - Performs different scheduled tasks such as:
creating reports, sending email notifications, processing usage data, refreshing the
portal structure, refreshing Active Directory data, and more.

¢ Report Templates - Defined for various objects, such as portal items (Homepages,
Lists, Documents, etc.), portal users, report drill-downs, and more.

e Black List - A list of rules (filters) for data collection in the monitored environments.

¢ System Roles - Role assignments for users and groups.

e Product License - Provides information about the licensed product components and
enables the installation of new licenses.

¢ System Diagnostics - A dashboard that displays the status of the CardiolLog
Scheduling Service components and tracking agents.

¢ URL Mappings - A list of rules for modifying URL addresses which are collected by
the tracking agent.

o IIS Logs Import - A tool that allows you to gather existing usage tracking data,
dated before the installation of CardiolLog, by importing this information from IIS

logs.
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2. System Requirements

To ensure optimal operation, it is recommended to install the CardioLog application and

database on dedicated servers.

Make sure that your system meets the following minimum hardware and software

requirements:

Professional Edition

Enterprise Edition

Platform

32-bit / 64-bit

64-bit

Operating System

Windows 2003/2008 Server or
Windows 2003 R2/2008 R2 Server
Standard Edition (fully patched)

Windows 2003/2008 Server or
Windows 2003 R2/2008 R2 Server
Standard Edition (fully patched)

Application Memory* 4 GB Minimum** - 8GB
Recommended - 16 GB
Processors* 2xQUAD Minimum** - 2xQUAD
Recommended - 4xQUAD
SQL Edition Microsoft SQL Server 2005/2008 Minimum** - Microsoft SQL Server
Standard Edition (fully patched) 2005/2008 Standard Edition (fully
patched)
Recommended - Microsoft SQL
Server 2005/2008 Enterprise
Edition (fully patched)
SQL Memory 3 GB 8 GB
SQL Processors 2xQUAD Minimum** - 2xQUAD
Recommended - 4xQUAD
SQL Storage
System Disk 10 GB 10 GB
Page File Disk 10 GB 10 GB

Database Disk

Transaction Log Disk
RAID

~150 GB (depending on the
monitored environment)
According to the backup policy
Raid 5/10 or similar

~150 GB (depending on the
monitored environment)
According to the backup policy
Raid 5/10 or similar

Additional Software & Services

e Microsoft .NET Framework 3.5

e Microsoft .NET Framework 3.5
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Service Pack 1 Service Pack 1
e Microsoft Chart Controls for e Microsoft Chart Controls for
Microsoft .NET Framework 3.5 Microsoft .NET Framework 3.5
e IIS6.0,IIS7.00rIIS7.5 e [IS6.0,IIS7.00rIIS7.5

e Microsoft Internet Explorer 6.0 e Microsoft Internet Explorer 6.0

or higher or higher

*  This refers to hardware allocated for the CardioLog application pool and services (and not for the CardioLog
SQL server)
** For up to 2,000,000 page views per month

For more information, see the CardioLog System Requirements guide.

inflock


http://www.intlock.com/intlocksite/Downloads/CardioLog-2011-System-Requirements.pdf

‘ﬂ Ca rdio I_ O G - Shg?eell)e(;ﬁiwr%gmmlytics

Usage Reports for SharePoint Solution

3. CardioLog Architecture

The CardioLog solution includes the following separate components:

UI A web application for configuring and
viewing the web analytic reports. Hosted

on the CardiolLog application server.

Database A repository for storing all tracking and

reporting data. Hosted on the SQL server.

Portal Tree Service A web service that provides the structure
of the monitored environment.
CardiolLog includes several off-the-shelf
portal tree services, such as the

SharePoint Tree Service.

Tracking Agent A JavaScript tag that is included in the
portal pages and monitors site usage.
CardiolLog includes several off-the-shelf
tracking agents, such as the SharePoint

Agent.

Event Collector A web service which sends tracking data
from the tracking agent to the main

CardioLog database.

CardiolLog Scheduling Service A Windows services which runs scheduled

jobs, such as event processing.

CardiolLog Diagnostics Service A Windows service which runs the health

checks for the system.

Offsite Application A web application which sends tracking
data from tracking agents located in DMZ
- to the Offsite database.

Offsite Database A repository of tracking data in DMZ.
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User Categories Service A web service which provides additional
visitor data from SharePoint user profiles,

AD attributes or other custom sources.

Sample Configuration

This is a basic CardioLog configuration for SharePoint within an intranet environment:

SharePoint 2010 Front End
With Tracking Agent

\ CardioLog 2010 Server

Event Collerctor

SharePoint 2010 Database
Waorkstations

SharePoint 2010
Tree Service

For performance reasons, it is recommended to separate CardioLog from the monitored

environment and install it on a dedicated server.

inflock
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4. System Configuration
4.1 Configuring Usage Tracking and Reporting

The CardioLog Configuration Wizard helps with configuring the CardioLog modules for
your SharePoint Portal. These include the SharePoint Tracking Agent - a tool designed
to monitor visitor behavior in SharePoint and the SharePoint Adaptor - which provides

the structure of your SharePoint portal.

1. Launch CardiolLog.
2. In the Welcome dialog, select the desired UI language (including date format) and

SharePoint version. Click Next.

CardioLog Configuration Wizard

1. Welcome
» Step1
Welcome This wizard will help you configure CardioLog for your SharePoint Portal.
Step 2
Usage Tracking

CardioLog Language and Date Format:

Step 3 | English - United States x| =
SharePoint Adaptor

Step 4
Usage Data Processing

Step 5 SharePoint Version:
Finish
i " SharePoint 2010 / WSS 4.0
% SharePoint 2007 / WSS 3.0

€ SharePoint 2003 / WSS 2.0

Cancel | l < Back ” Next >

CardioLog Configuration Wizard

3. In the Usage Tracking dialog, enter the SharePoint WFE name and select Yes to let
CardioLog add the tracking code automatically to all SharePoint pages served by the
WFE (the tracking code is added to init.js in SharePoint 2010, and core.js in
SharePoint 2007).

-10 -
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Click Show Advanced Settings to edit the CardioLog Agent location (domain and
port).
Select Require secure channel (SSL) if your SharePoint portal runs on SSL and

you have configured the CardioLog website for both http and https.

Note: The CardiolLog service account must have write permissions to the SharePoint
template directory:

[SharePoint 2010 Server]\%PROGRAMFILES%\Common Files\Microsoft Shared\web
server extensions\14\TEMPLATE

[SharePoint 2007 Server]\%PROGRAMFILES%\Common Files\Microsoft Shared\web
server extensions\12\TEMPLATE

If you wish to add the tracking code yourself - select No and copy the JavaScript
tracking code to a common page component of your choice - such as master pages,
page toolbars, Web Parts, footer, etc. If you choose a common JavaScript (.js) file,

verify you have removed the opening and closing <script> tags!

Click Next.

CardioLog Configuration Wizard

2. SharePoint 2007 Usage Tracking

Step 1

Welcome ¢
Tracking Code

» Step2 The following code block should be copied into every webpage you wish to track.

Usage Tracking
<script type="text/javascript"> u
//Intlock tracking cecde start

Step 3 funerian initCardinTacsd 1y ﬂ

SharePoint Adaptor
Show Advanced Settings

Step 4 e

Usage Data Processing 4 Would you like to let CardiolLog add the tracking code?

Step 5 o Yes(suggested) € No. | will add the tracking code myself.

Finish Add the tracking code to the following SharePoint 2007 Front-End (CORE.JS file): | SCOTLAND

-11 -
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Step 2 - Usage Tracking

4. To test the Tracking Agent, go to a SharePoint portal page that includes the tracking
agent code. Press Ctrl+F12 (or Alt+F12). The Tracking Agent Console should pop-up
and displaythe ID number for the most recent monitored action (event). To close the
console, press Ctrl+F12 (or Alt+F12).

Click Yes if you see the Tracking Agent Console, then click Next. If you cannot see
the console, or if the ID shows "None", use the wizard to troubleshoot the error or

contact Intlock Support.

CardioLog Configuration Wizard

2. SharePoint 2007 Usage Tracking

Step 1
Welcome
@ The tracking code was added succesfully to the following SharePoint 2007 CORE.JS files :
WSCOTLAND\CS'\Program Files\Commeon Files\Microsoft Shared\Web Server Extensions\12\TEMPLATE\LAYOUTS\1032
> Step2 \CORE.JS
Usage Tracking
Step 3 Testing the Tracking Agent
Step 4 Browse 3 SharePoint 2007 portal pages which include the tracking agent code.

Usage Data Processing

1.
2. Press Ctrl+F12 (or Alt+F12). The SharePoint 2007 Agent Console should pop-up, displaying the ID number for the most
recent monitored action (event).

SharePeint Adaptor
|
‘ 3

Step 5 To close the console, press Ctri+F12 (or Alt+F12).
Finish

Do you see the SharePoint 2007 Agent Console pop-up?

1.Yes

2.Yes. The 'Last Event #' is ‘None'
3. No

Skp | | <Back || Hext>

Step 2 - Usage Tracking

inflock
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CardioLog Configuration Wizard

2. SharePoint 2007 Usage Tracking

Step 1
Welcome

& Usage events collected successfully!

» Step2
Usage Tracking

Step 3
SharePoint Adaptor

Step 4
Usage Data Processing

Step 5 \
Finish

< Back H Next >

Step 2 - Usage Tracking

5. For multiple SharePoint WFE’s - repeat steps 3 - 4 for each WFE.

6. In the SharePoint Adaptor dialog, enter the SQL server instance hame and the
SharePoint configuration database name for your farm. Specify the authentication
method used to connect to the database. Click Next.

Note: Please confirm that the CardiolLog service account has read permissions (data

reader) for all SharePoint configuration and content databases.

inflock
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CardioLog Configuration Wizard

Step 1
Welcome

Step 2
Usage Tracking

Step 3
SharePoint Adaptor

Step 4
Usage Data Processing

Step 5
Finish

3. SharePoint 2007 Adaptor

The SharePoint 2007 Adaptor retrives the hierarchical structure for a specific SharePoint farm.

SharePoint 2007 Configuration Database
Specify the name and authentication method for the SharePoint 2007 configuration database.

SharePoint Database Server:
l scotland ]

SharePoint Configuration Database Name:
| SharePoint_Config |

‘ Database Authentication:
& Windows authentication
€ sQL authentication

SQL Account:
| |

SQL Account Password:

| |

Skip | | < Back H Next >

Step 3 - SharePoint Adaptor

7.

In the SharePoint Adaptor dialog, select the SharePoint website/s you wish to

report on (use Ctrl+left-click to select multiple websites). Enter the name of one of
your SharePoint WFE's. Then click Next.

Note: Loading your SharePoint tree structure may take several minutes (depending

on the number of items in your tree).

inflock
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CardioLog Configuration Wizard

3. SharePoint 2007 Adaptor

Step 1
okoms SharePoint 2007 Web Site
Step 2 Specify the SharePoint 2007 web sites you wish to report on:
Usage Tracking http://scotland:36580
» Step3
SharePoint Adaptor

SharePoint 2007 server name:

Step 4 SCOTLAND
Usage Data Processing

Step 5
Finish

skip | | <Back || Next>
Step 3 - SharePoint Adaptor
CardioLog Configuration Wizard
_— 3. SharePoint 2007 Adaptor
ep
Welcome Running the CardioLog Scheduling Service. This may take several minutes...
Step 2
Usage Tracking
» Step3
SharePoint Adaptor
Step 4
Usage Data Processing
LY
Step 5 :\ ’f_
Finish =
//// W\
< Back H Next >
Step 3 - SharePoint Adaptor
inflock
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8. In the SharePoint Adaptor dialog, expand the portal tree and verify that it shows
the desired SharePoint web application. Click Next.

CardioLog Configuration Wizard

3. SharePoint 2007 Adaptor

Step 1
Welcome Is this your SharePoint portal tree?
Step 2 If not, then click Back to re-configure the SharePoint Adaptor. Otherwise, click Next
Usage Tracking
=3 An)
g ;;ifezoint Adaptor i Ll MOS0

(=3 SharePoint - 81
Step 4 [+ &2, Collaboration Portal
Usage Data Processing [ Personal Spaces

Step 5
Finish

<Back || Next>

Step 3 - SharePoint Adaptor

9. In the Usage Data Processing dialog, click Next.

inflock
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CardioLog Configuration Wizard

— 4. Usage Data Processing Service
ep

Welcome Running the CardioLog Scheduling Service. This may take several minutes...

Step 2
Usage Tracking

Step 3
SharePoint Adaptor

» Step4
Usage Data Processing

Step 5
Finish

\\\ll/,
//,\\"

I“\\\

< Back H Next >

Step 4 - Usage Data Processing

10.In the Finish dialog, click Finish. Click Show Raw Usage Data to see the events
collected so far. The data will be available in the reports within the next rounded

hour.
11. For configuring both SharePoint 2007 and SharePoint 2010, repeat steps 1 - 10 for

each SharePoint version.

inflock
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CardioLog Configuration Wizard
5. Finish
Step 1
Welcome
@ Congratulations! You have completed the configuration of CardioLog.
Reports will be available in the next rounded hour - at 17:00.
Step 2
Usage Tracking
Hide Raw Usage Data
Step 3
SharePoint Adaptor i
Timestamp User Name URL
Step 4 25/03/2011 14:46:39  MYCOMPANY\Dem#Wil http://scotland:81/Pages/Default.aspx |
Usage Data Processing 25/03/2011 14:44:3¢ MYCOMPANY\DemWil http://win-hipZfsdlua3/sites/myteamsite/my
25/03/2011 14:43:05 MYCOMPANY\ FreWyl http://win-hip2fsdlua3/sites/myfastsearchc
» Steps 25/03/2011 14:43:03 MYCOMPANY\MarKen http://win-hipZ2fsdlua3/sites/enterprisesea
Finish 25/03/2011 14:41:42 MYCOMPANY\ JocBar http://scetland:81/Pages/Default.aspx
25/03/2011 14:40:55 MYCOMPANY\FreWyl http://scetland:81/Pages/Default.aspx
25/03/2011 14:40:45% MYCOMPANY\DemWil http://win-hip2fsdlua3/sites/myfastsearchc
25/03/2011 14:40:44 MYCOMPANY\MarKen http://win-hipZfsdlua3/sites/mybusinessint
25/03/2011 14:40:3% MYCOMPANY\FraGen http://win-hipZ2fsdlua3/sites/mybusinessint =
qE/N212011 14-2Q-82 MVOMDANV 7S Tas Ttetwme lfmmar] anmd-01 /ICanvahMantaw IMm s e - /
d | 3
<Back || Finish
Step 5 - Finish

4.1.1 Document Usage Tracking
By default, the SharePoint Agent tracks document usage for documents which are
accessed through the browser. This is achieved by tracking browser clicks in document

libraries (which are not displayed in Explorer view).

In order to track document access from non-browser sources - such as Windows

Explorer or Outlook, you need to install the CardioLog HttpModule for SharePoint.

1. In the SharePoint server, add CardioLogHttpModule.dll to the GAC. The dll can be
found at the CardiolLog installation folder:
\CardioLog\CardioLogScheduleServices\CardioLogHttpModule.dll

2. In the SharePoint server, for each web site, modify Web.config:

In the <httpModules> section, add:

<add name="CardioLogHttpModule" type="CardioLog.HttpModules.EventsModule,CardioLogHttpModule,
Version=1.19.154.6, Culture=neutral, PublickeyToken=56b51e29d93ab3fb" />

-18 -
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In the <appSettings> section, add:

<add key="CardioLog.Events.DocExtensions" value=".doc*.docx*.ppt*.pptx*.pps*.ppsx*.txt*.pdf*"/>
<add key="CardioLog.Events.ExcludeUserAgents" value="Microsoft Office Existence Discovery*"/>
<add key="CardioLog.API.EventsServiceUrl" value="http://CardioLog
server:port/CardioLogAPI/Events.asmx"/>

<add key="CardioLog.Events.LogFile" value="C:\CardioLogHttpModule.log"/>

<add key="CardioLog.Events.LogLevel" value="None"/><!--None,Error,Message-->

Enter you own values for:
- CardioLog.Events.DocExtensions (a list of star separated file extensions to track)

- CardioLog.Events.LogFile

3. In the CardiolLog installation folder, open this file for editing:
\CardioLog\CardioLogAgent\AgentEmbed.aspx

4. In AgentEmbed.aspx, set element.HandleFileExtension to false:
element.HandleFileExtension = false;

5. Restart the SharePoint IIS server (iisreset).

Note: In case of multiple servers in your SharePoint farm, consider using the
HttpModule as a farm scoped SharePoint solution. SharePoint has a class that will deal
with Web.config issues in a way that handles rollback and recovery and ensures that all

sites are configured the same.

4.1.2 Configuring Multiple Farms

Multiple SharePoint farms per adaptor can be configured within the corresponding Tree
Service Web.config file:
In <CardioLog Installation Folder>\SP20XXTree\Web.config, add the following keys to
the <appSettings>section:
o profile_1_includedWebApps - this is a star separated list of web applications
(virtual servers) to include in the tree.
o profile_1_SharePointTemplatePath - this is the full path for the SharePoint
'TEMPLATE' directory.

<appSettings>
<add key="profile_1_includedWebApps" value="http://<sharepoint server name>:<port>*" />
<add key="profile_1_SharePointTemplatePath" value="\\<sharepoint server name>\C$\Program
Files\Common Files\Microsoft Shared\Web Server Extensions\1X\TEMPLATE\" />
</appSettings>

-19-
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Add the following keys to the <connectionStrings>section:
o profile_1_configDB - this is the connection string for the SharePoint
configuration database.
o profile_1_contentDB - this is a place holder for creating connection strings to
the SharePoint content databases. Note: Leave "Initial Catalog={0},Data

Source={1} "as it is.

<connectionStrings>
<add name="profile_1_configDB" connectionString="Integrated Security=SSPI;Persist Security
Info=False;Initial Catalog=<sharepoint config database name>;Data Source=<database server name>" />
<add name="profile_1_contentDB" connectionString="Integrated Security=SSPI;Persist Security
Info=False;Initial Catalog={0};Data Source={1}" />
</connectionStrings>

Add the profile to the Portal Tree Updates service component:

http://<CardioLog server>:<port>/SP20XXTree/default.aspx?profile=1

4.2 Managing Reporting Data
4.2.1 Cache Configuration

To improve performance, CardioLog caches the results for each reporting query in
accordance with the specific report filters used. In the Cache Configuration page, you

can define for how long queries are cached, and clear the entire reporting cache.

1. In the Administration pane, click System Configuration, and then select
Reporting Data.

2. In the Reporting Data Cache Configuration box, check Enable Reporting Data
Caching to enable report caching.
Fill out a value for the Cache life time in days field.

4. Click Save

Click Clear Cache if you want to clear the entire reporting cache.

=20 -
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5. CardiolLog Scheduling Service

Administrators can edit service components. In order to commit changes, you must

restart the CardioLog Scheduling Service.

5.1 Editing service components

5.1.1 How to edit a service component

1. In the Administration pane, click CardioLog Scheduling Service.

2. Click a service component and select Edit or click the service component.

/7 CardioLog(TM) - Web analytics for the enterprise portal - Intlock Ltd. - Windows Internet Explorer il i =10f x|
G_:; @ [&] http://demo/CardioLog =142 |[ x| [ cooge (o]
¢ Favorites eCardioLogch)-Webanalyﬁcsformeenwprisepm...| ] J ) - B - 0 mm - Page~ Safety- Toos- @~ 7

Card iOLOgTM 20ll Usage Reports for SharePoint Connected As Demoladministrator

License Usage @ | CardioLog Scheduling Service

“8 Report Center >
|} Portal Analysis B Usage Data Processing
= . 7 . This service imports the raw data - which is collected by the tracking agent - into the main reporting tables.
0

>
Administration "
Black List JUNE
. Portal Tree Updates
7. CardioLog Scheduling Service
7. og q 7/, This service builds and updates the portal tree. & Edt
# ] IS Logs Import
J® Product License 3
& roles - Active Directory Updates
. - 7 . This service imports users and groups from Active Directory
& System Configuration Y
&) system Diagnostics
&3 Templates
@, Uri Mappings Report Scheduling
7 . ™is senice runs the scheduled reports.
i ;
i User Categories Updates
7 4 This senvice imports user categorization (attributes) from an external sources.
r
L e ] Usage Data Processing (Remote Environments)
7 . This service imports tracking data from environments in DMZ.
[Done [ [ [ [ [&Localintranet | Protected Mode: Off Vav | H100% - »

CardioLog Scheduling Service components

5.1.2 Service component scheduling

Each service component can be scheduled to run at defined time intervals.

1. In the Administration pane, click CardioLog Scheduling Service.

2. Click a service component and select Edit or click the service component.

3. The Edit Service dialog includes the following fields:

-22 -
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¢ Enable Logging - the component’s activity is logged. The default log file path is
at <CardiolLog Installation Directory>\CardiologScheduleServices\Logs. The log
file size is limited to 8MB.

e Service Schedule Type - defines the schedule for running the service
component:
- Never - not at any time.
- Once - one time only, once the service is restarted.
- Every rounded hour - every hour, on the hour (previously named “Hourly").
- Every X minutes - every X minutes (previously named “Interval”).
- Every Day at HH:MM - Every day at HH:MM (previously named “Daily”).
- Every [Weekday] at HH:MM - Every [Weekday] at HH:MM. Select the day

of the week and the time (previously named “Weekly”).

Usage Data Processing

Service Schedule:

@ Never

@ Once

o Every rounded hour

@ Every minutes

" Every |Day | at |o00 ¥]

[V Enable logaing

Edit Service dialog

M "
inflock
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Usage Data Processing

Service Schedule:

(@ Never

(@ Once

o Every rounded hour

@ Every minutes

@ Every |Day LI at |0:DO ;I
Sunday
Monday
Tuesday
Wednesday

[V Enable log| Thursday
Friday
Saturday

=0k W Corcer” |

Select the day of the week

Usage Data Processing

Service Schedule:

@ Never

@ Once

= Every rounded hour

" Every | minutes

¢ Every |Day | at |o00 ¥]

-~
0:30
1:00

1:30

[V Enable logaing

2:00
2:30
3:00

3:30 .

s.An

Select the time (HH:MM)

Note: In order to commit changes, you must restart the CardioLog Scheduling

Service.

-24 -
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5.2 Usage Data Processing

The Usage Data Processing service component processes incoming tracking data from

Event Collector every rounded hour by default.

5.3 Portal Tree Updates

The Portal Tree Updates service component is responsible for retrieving the structure of
the portal (monitored environments). It does so by creating an XML file that portrays the
hierarchal structure of the portal and then by translating the XML data into relational

data. This structure is the basis for data aggregations.

In the Administration pane, click CardioLog Scheduling Service.
Click Portal Tree Updates.
Set the schedule type and then click Next.

D W N

In the Service Parameters dialog, enter a URL for your Portal Tree Web Service. If
the web service has an .asmx extension, enter the Web Method name.

Click Add to add the Portal Tree Web Service to the selected web services.

Repeat steps 4-5 for each Portal Tree Web Service.

Click Save, and restart CardioLog Scheduling Service.

Service Parameters

Tree Web Service Url:
Ihttp:/lscotland:29999/sp2007tree/default.aspx I

Web Method Name:
IGetTree |

Add

Selected Web Services:

http://scotland:29999/sp2007tree/default. aspx

Remove I

Portal Tree Updates - Service Parameters dialog
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Transferring the portal structure through file system

By default, the SP20XXTree application exposes the portal hierarchal structure through
an HTTP web service. For large portals, where the resources allocated for the web
request (2 GB of memory) are insufficient for holding the structure of the portal,
CardiolLog can transfer the portal structure via the file system. To do so, add the

following parameters to the Tree Web Service URL field:

http://<CardioLogServer>:<port>/SP20XXTree/default.aspx?output=file&logFilePath=[CardioLog
Installation Folder]\CardioLogScheduleServices\Logs\SP20XXTree.xml

Collecting document versioning information for your SharePoint lists and
libraries

In order to take full advantage of document modification reports, turn on versioning for
your SharePoint lists and libraries.

To collect document versioning information from SharePoint, add the following

parameters to the Tree Web Service URL field:

http://<CardioLogServer>:<port>/SP20XXTree/default.aspx?docVersion=true&output=file&logFilePath=[Card
ioLog Installation Folder]\CardioLogScheduleServices\Logs\SP20XXTree.xml

5.4 Report Scheduling

The Report Scheduling is responsible for the automatic generation of scheduled reports

and their distribution through Email.

In the Administration pane, click CardioLog Scheduling Service.
Click Report Scheduling.
Set the schedule type and then click Next.

DR W N R

In the Service Parameters dialog, fill out the following fields:
e SMTP Mail Server - A full DNS name for the SMTP Server. Example:

"mycompany.com”
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¢ SMTP User Name, SMTP Password - these are optional fields, for supplying
credentials.
o System Administrator e-mail address — a recipients list of service error alerts.
Click on Search to find Email addresses.
5. Click Add to add the e-mail address to the selected recipients list.

6. Click Save, and restart CardioLog Scheduling Service.

To configure a secure SMTP server with a non-default port, or the CardioLog reports
email sender and subject, edit the following keys in the [CardioLog Installation
Folder]\CardioLogSchedulingService\Settings.config file in the <handlersParams>

section:

<param>
<handlerld>6</handlerld>
<name>SMTPMailFrom</name>
<val><![CDATA[CardioLog_Reports@intlock.com]]></val>

</param>

<param>
<handlerld>6</handlerld>
<name>SMTPUseSSL</name>
<val><![CDATA[0]]></val>

</param>

<param>
<handlerId>6</handlerld>
<name>SMTPPort</name>
<val><![CDATA[25]]></val>

</param>

<param>
<handlerld>6</handlerld>
<name>SMTPMailSubject</name>
<val><![CDATA[CardioLog Report]]></val>

</param>

Note that the <handlerld> should be the CardioLogScheduler id in the <handlers>

section:

<handler>
<handlerld>6</handlerid>

<handlerName>CardioLogScheduler</handlerName>
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Service Parameters

SMTP Mail Server:
[intlock.com |

User Name:
I |
Password:
l |

System administrator email address:

I |
Search I

Add I

Selected Recipients:
abigail.hollister@MYCOMPANY .com

Remove |

Save Cancel

Report Scheduling -Service Parameters dialog

Select Users and Groups EMail Address

Name |a ] Search J

Search Results:

abigail.hollister@MYCOMPANY.com
abraham.gissing@WYCOMPANY.com
abraham.hayes@MYCOMPANY.com
abram.alsop@MYCOMPANY.com
abram.cass@MYCOMPANY.com
abram.haring@MYCOMPANY.com
addison.davidson@MYCOMPANY.com
addison.king@MYCOMPANY.com
addison.neilson@MYCOMPANY.com
addison.robison@MYCOMPANY.com
adie.catherwood@MYCOMPANY.com
adie.clavering@MYCOMPANY.com
adie.hopkin@MYCOMPANY.com
adie.philbrook@MYCOMPANY.com
agnes.barron@MYCOMPANY.com
agnes.christmas@MYCOMPANY.com

= Cancel

Select Users and Groups E-mail Address dialog

=28 -
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5.5 Active Directory Updates

CardioLog provides the ability to segment authenticated visitors by their user names and
the groups they belong to. The Active Directory Updates service component retrieves the

list of users and groups directly from Active Directory.

In the Administration pane, click CardioLog Scheduling Service.
Click Active Directory Updates.
Set the schedule type and then click Next.

A W N =

In the Service Parameters dialog, fill out the following fields:

e Active Directory Connection String - A full DNS name for the Active Directory
Server. Example: "mycompany.com”

e Load Users From Specified Organizational Units - A list of semicolon-
separated organizational units. Example: "OU1,0U2”

By default the Active Directory Updates service component loads users from the
entire Active Directory.

¢ Load from external Web service URL - this is an optional field, for loading
users from an Active Directory which is located in DMZ (using a designated web
service).

e Active Directory Credentials — this is an optional field. If the CardiolLog
Scheduling Service account is a member of your domain, there is no need to
supply credentials.

Click Add to add the Active Directory to the selected Active Directories.

Select the Active Directory domain in the selected Active Directories box and click

Test to test the connection to your domain.

Repeat steps 4-6 for each Active Directory domain.

Click Save, and restart CardioLog Scheduling Service.
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Service Parameters

Active Directory connection string (full DNS name, ex: mycompany.com):
Imycompany.com I

Load users from specific organizational units (ex: OU1;,0U2):

Load users from web service url:
|nttp://demo:299989/CardioLog/ADTree/defautt aspx |

User Credentials:

Domain Name: l I

User Name: [ l

Password: [ I

Confirm Password: I |

Add

Selected Active Directories:
mycompany.com

Remove |

e | Test | Cancel |

Active Directory Updates - Service Parameters dialog

5.6 User Categories Updates

CardiolLog provides the ability to segment visitors by any custom category. The User
Categories Updates service component retrieves the list of custom categories from a
designated web service.

To configure visitor segmentation by Active Directory attributes or by SharePoint user

profiles, see the CardioLog Advanced Administration Guide.

In the Administration pane, click CardioLog Scheduling Service.
Click User Categories Updates.
Set the schedule type and then click Next.

W=

In the Service Parameters dialog, fill out the following fields:
e Categories Web Service URL
Example: “http://<SERVER_NAME>/VisitorSegments/SSPProfiles.aspx”
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¢ Web Method Name - optional
¢ User Name - optional
e Password - optional

5. Click Save, and restart CardioLog Scheduling Service.

Service Parameters

Web Service Url:
|http://demo:29999N isitorSegments/SSPProfiles.aspx I

Web Method Name:

Web Service Credentials:

User Name:
I |

Password:

Category Agent - Service Parameters dialog

5.7 Usage Data Processing (Remote Environments)

CardiolLog can also monitor external environments (such as internet sites) and store the
tracking data in a temporary repository (CardioLog Offsite DB). The Usage Data
Processing (Remote Environments) service component is responsible for importing data

from the temporary repository to the CardiolLog database.

In the Administration pane, click CardioLog Scheduling Service.
Click Usage Data Processing (Remote Environments).

Set the schedule type and then click Next.

A W N H

In the Edit Service Parameters dialog, fill out the following fields:
¢ Offsite URL - the Offsite web application URL
Example: “http://<SERVER_NAME>/OffsiteSQL/DataRetrieve.aspx”
¢ Bulk Size - the number of events to transfer in each bulk
Example: 100
Click the Add the Offsite URL to the selected Offsite URLs.
6. Click Save, and restart CardioLog Scheduling Service.
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Service Parameters

OffsiteWeb Service Url: (http://SERVER_NAME/Offsite/DataRetrieve.aspx):

Bulk Size:

I |
Add

Selected Web Services:

Remove |

Save | Cancel

Usage Data Processing (Remote Environments) - Service Parameters dialog

5.8 Starting the CardioLog Scheduling Service

1. Click on Start > Run > services.msc
2. Open CardiolLog Scheduling Service.
3. In the CardiolLog Scheduling Service properties window, click Start and then OK.

Note:

If you have selected Windows Authentication as the authentication access mode for the
CardioLog database (this was done in the Installation Wizard), then the CardiolLog
Scheduling Service login account must be assigned a db_owner role for the CardiolLog
database.

M "
inflock
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6. Report Templates

6.1 Creating templates

A user with the Administrator role in CardioLog can add templates to the various item
types of the monitored environments.

CardioLog report templates are based on system item types. For example - To create a
report template for SharePoint sites, select the Site item type.

To determine your item type, see the Entity Type in the item properties (In the
Navigation pane, under Analysis Center, click an item in Object Explorer and then

select Properties).

1. In the Navigation pane, under Administration, click Templates to view the system
item types.
2. Click an item and select Add.

‘ Ca rdiOLOgTM 20ll Usage Reports for SharePoint

License Usage + Templates
N Report Center > L ——
Blank Template
\L Portal Analysis > Intranet Site Dashboard
3‘ Administration v

'i\é ' ReportCenter
B Black List

Blank Template

*7 CardioLog Scheduling Service
.!J IS Logs Import Intranet Site Dashboard
p Product License .
| 4

& Roles [/ ' search
'{E' System Configuration
;(, System Diagnostics Blank Template
57 Templates -
==

9. Url Mappings !" i? Site 4 Add

Blank Template

Intranet Site Dashboard

Add template

3. In the Add Template dialog, enter the template name in the Name text box and then
select the number of columns for the template.

4. To base the new template on an existing template, select a template from the Based
Template drop down list.

5. Click Save.

B H erm e
inflock
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Add template

Name: IMy Site Template I

Based Template: | 3

Columns: I 2 Columns 'l

Add Template dialog

6. To edit a template, click on it and select Edit. When a template is in Edit Mode, you
can add visual controls to it. Click Add in the Top Toolbar and select a visual control
to add to the template (for a complete list of available visual controls, see the
Reports Gallery).

7. To delete a template, click on it and select Delete.
8. To publish your template for drill down, click your template and select Publish. For
more information about data drill down, see the CardioLog User Guide.

| Templates > Site > My Site Template |

+_] Add Exportto CSV & Refresh ) Delete All Controls ¢ | Restore to Default

: l ]
4

D

Page Views Page Views

Visitors Page Views by Type

Traffic Sources Average Number of Page Views

Search

»
»

Navigation 14 Page Views by Url
»
> Average Page Views Duration
»

Portal Growth Average Page Views by Day of the Week

vy v v v v v w

Top Page Views Ratio

Template in Edit Mode

inflock
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| Templates

5

Intranet Document Dashboard

DocumentCenter -

= External
Blank Template

Intranet Site Dashboard Blank Template

gw

- |
Area Blog
Blank Template Blank Template
Intranet Site Dashboard Intranet Site Dashboard
=]
Category = Document
Default Category Template Blank Template

My Template S Edit| % Delete| 4) Publish| |
— List
. Folder
Blank Template
Blank Template Intranet Site Dashboard

Edit/Delete/Publish Template

inflock
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6.2 Displaying real time data from within your

SharePoint portal

The capability to export a CardioLog report into a SharePoint Web Part (see How to

export a report as a Microsoft SharePoint Web Part in the CardioLog User Guide) is

designed for displaying specific usage reports within specific SharePoint pages (for

instance, a Wiki site manager who wishes to display in the site homepage a list of the

most popular wiki pages).

When it comes to ad-hoc reporting, you can use the “CardioLog Usage Reports”

SharePoint Feature — which enables the submission of usage queries directly from your

SharePoint portal.

1. The system administrator creates published report Templates for pages (objects) in

the portal. These templates are available from the portal pages.

2. Install the “CardioLog Usage Reports” SharePoint Feature. Now each portal page

displays (under Site Settings) a list of available templates for real time usage

reports.

3. Select a desired template in order to run a real time usage report for the page you

are visiting. The report is displayed in a new browser window.

Iain Welcome TAIW AN administrator = | My Site | My Links = |
#if Main [This Site: Main = (2]
- i Create
Wiew All Sike Conkent Announcements . .‘Iﬂj Add a new library, list, or web page ko
Documents this website,
chared D ; Get Started with Windows SharePoint Services! ! Hew 11/21/2007 12:06 AM Edit Page
= Shared Documents P —
b‘_’ TAIWAN'!,admlnlstrator ) ) ) ) [ / £dd, remowve, or update Web Parts on
Lists Microsoft Windows SharePoint Services helps you to be more effective by connecting people, 7 this page.
information, and docurments, For informakion on getting started, see Help, .
= Calendar 13 Site Settings
. Taske B Add new announcemeant - IManage site settings on this site,

Discussions

= Team Discussion
Sites

People and Groups

] Recycle Bin

Calendar v

CardioLog Usage Reports

There are currently no upcoming events, To add a new event, click "Add new event” below,

= Add new event

There are currently no Favorite inks
o display. To add a new link, click
"add new link" below,

= Add new link

Submit queries directly from portal pages with the “CardioLog Usage Reports” SharePoint feature
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/" CardioLog(TH) - Web analytics for the enterprise portal - Intiock Ltd. - Windows Internet Explorer ™ =10l x|
@ w [ http: /scotland:808 1/CardioLog/reports.aspxPhtp: fscotiand:81/Pages/Defaut. aspx E | ﬂ:{
¢ Favorites @ CardioLog(TM) - Web analytics for the enterprise port... I | ] P v B) - [ & - Page~ Safety~ Tooks~ @~

@ CardloLog 20ll Usage Reports for SharePoint

Template: | Intranet Sne Dashboard

-]
Intranet Site Dashboard 3/1/2011 - 3/20/2011 ~
Collaboration Portal
Meters @  Average Visit Duration (time on site) (2]
160+
140
120~
.
- 100
80
4

a1 255 60
Paga Views Visits Pages/Vist
40
20
Unique Users (2} 0
03/01 03/03 03/05 03/07 03/09 03/11 0313 03/15 03/17 0319
800
600 Page Views (2]
Title Views | Unique Users Duration Exit Rate
400 Collaboration Portal 13619 975 00:00:50 0%
testaspx 200 174 00:00:52 2% -
200 B sl=s = = Reports 200 174 00:00:49 1%
n topsites.aspx 185 156 00:00:48 0%
0301 0303 0305 0307 0309 0311 0313 0315 0317 0319 MyPartner'sPagelntiock100.aspx 185 166 00:00:47 1%
results.aspx 184 162 00:00:50 0%
peopleresutts.aspx 183 160 00:00:52 2%
Internal Search Phrases (2) Qe = PP anonen P -]
Term Searches | Results Clicks Position Showing top 97 rows
extension 278 1 =
central admin 2717 2
wiki 276 7
Support 275 1

Outlook 269 12

portal statistics 269 3
holidays 269 10
ntarnrise 268 o

ple|e|o|le|e|e|e
plele|elele|e| e

Showing top 15 rows

— [ [ [T [ [ Trustedsites | Protected Mode: Off [7a~ [Rmo% ~

CardioLog Usage Report

inflock
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6.2.1 Installing the “"CardioLog Usage Reports” SharePoint

Feature

1. Contact us for the download link.

2. Extract the zip file and drop CardioLogUsageReportsSolution.wsp under C:\Program
Files\Common Files\Microsoft Shared\web server extensions\1X\BIN\

3. Execute the following commands from command prompt in order to add and deploy
the solution to the SharePoint farm (edit the BIN directory path):

cd c:\program files\common files\microsoft shared\web server extensions\1X\BIN
stsadm -o addsolution -filename CardioLogUsageReportsSolution.wsp
stsadm -o deploysolution -name CardioLogUsageReportsSolution.wsp -local

4. Activate the “CardioLog Usage Reports” feature for the Site Collection of your choice.
5. Add the following JavaScript code to the file containing the CardioLog tracking code.
Edit the CardioLog server name and port:

function getStatistics() {
window.open("http://<CardioLogServer>:<port> /CardioLog/reports.aspx?"+document.location.href);

}

6. Perform IISRESET on all SharePoint WFE's.
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7. Black List
7.1 Creating Rules

The Black List defines rules for data which should not be collected in the monitored
environments. For example, data on views for a specific user in a specific time frame,
etc. A Black List rule is applied from the moment the rule is created (and not

retroactively).

1. In the Navigation pane, under Administration, click Black List.

2. In the Central Area, click Add.

3. In the Add Rule dialog, enter the Name and Description fields.

4. In the Add Rule dialog, under Define more criteria, select values for the Field,
Condition and Value fields (see the next sections in this guide for details on these
fields).

Add Rule
Name:

[Exclude Site Administrators from News Site I

Description:
Exclude Site Administrator from News Site

L1

Define more criteria:

Field: Condition: Value:
| Portal ltem _:I l is (aggregated) ;l [News I _|
Add [

Fitter events that match these criteria:

Authentication Group is (exactly) "Administrators’
Portal tem is (aggregated) ‘News’

Remove
Create Rule dialog
5. Click Add.
6. Click Save.
inflock
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7. The new rule is added to the Black List. The Valid From Column in the Central Area
displays the date from which the rule is applied.
Note: The rules in the Black List have an OR (1) relationship, while the criteria for a

rule have an AND (2) relationship.

(_ CardioLog(TM) - Web analytics for the enterprise portal - Intlock Ltd. - Windows Internet Explorer ns e o [=] S|
GET » |ie] http://demo/CardioLog/index.aspx =4[ x| E"Gmg\e [0~
] = »
i Favorites (@ Cardiol og(TM) - Web analytcs for the enterprise port... | | |5 B) - 0 - page~ Sfety~ Toos~ @-
0 CardIOLOgTM 20 I I Usage Reports for SharePoint Connected As Demo‘administrator
License Usage # | Black List
— me Descripti Valid From
% Report Center > ey Ao
- Exclude Site Administrators from News Site Exclude Site Administrator from News Site 372072011 5:05:04 P
<l Portal Analysis < r Exclude Load Testing Workstations by IP Exclude Load Testing Workstations by IP 31202011 5:05:52 PM
() Administration v V Exclude Monitoring Site Exclude Monitoring Site 3/20/2011 5:06:28 PM
B Black List
"7 CardioLog Scheduling Service
# ] IS Logs Import
/2 Product License
& Roles

4G+ system Configuration
(& system Diagnostics
&3 Templates

@, Url Mappings

Remove Add
e [ [ [ [ [ [ [& Localintranet | Protected Mode: Off [7a - [Rwo% ~ 4

Black List dialog

8. To edit a rule, click on it.

9. To delete a rule, select it and click Remove.

inflock
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/> CardioLog(THM) - Web analytics for the enterprise portal - Intlock Ltd. - Windows Internet Explorer - (ol x|
&) = [&] ros/demo/cardovogincex.zuox =1 42| x| F¥cooe= g

| % - B - 0 - Page~ Sofety~ Tods~ @- 7

. Favorites (& cardiolog(TM) - Web analytics for the enterprise port...

Edit Rule

Name:
[Exciude site from News Site

Description:
Exclude Ste Administrator from News Ste

Define more criteria:
Field: Condtion:
Date Range ] [between
Add o List

Fiter events that match these criteria:
‘Authentication Group is (exactly) Administrators'
Portal tem is (aggregated) News'

Remove
e ]

ope 7 U'I'ITIIT Siioclintanet|ProtectedMode: O 73 ~ [ R 100% -

Edit Rule dialog

7.1.1 How to set a date range criterion for a Black List rule
1. In the Add Rule dialog, in the Field drop down list, select Date Range.

2. Click on Browse (...) and select a date range.

inflock
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Customized Date Range

~

Date Range (M/d/yyyy)

From To
| 0312012011 || 0312012011 |

-
€< Previous month

Next month 2>

S M T WTEF S||SMTWTEFS||SMTWTF S

1 2| [ 2234 5 6 7

3 4.5 8 7T 8 9| [@ 6 10 71 12 13 4

10 11 12 13 14 15 16| |15 16 17 18 19 20 21

21 22 23 24 25 26| [17 18 19 20 21 22 23| |22 23 24 25 26 27 28
27 28 29 30 31 24 25 26 27 28 29 30| |29 30 31

Setting a date range criterion for a Black List rule

7.1.2 How to set a source criterion for a Black List rule

1.
2.

In the Add Rule dialog, in the Field drop down list, select Portal Item.

In the Condition drop down list, select is (specific) to select a specific item or

select is (aggregated) to include also child items.

Click on Browse (...) and select the desired item.
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Object Explorer

=3 AlL3)
[=J 3 Intlock 2010 Portal
(=l SharePoint - 80
| Intiock Portal
(= LQ My Business Intelligence Center
(= L_:J My Enterprise Search Center
= L:J My FAST Search Center
I+ L—,__] My Team Site
[-1[C3 Perscnal Spaces
[+ 3 SharePoint - 94
(= 3 Intlock Homepage
=l &3] intiock Homepage
[#l C3 cardioLog Online Demo Registration
[# 3 Home
[+ £ SharePoint Analytics [~

Setting a portal item criterion for a Black List rule

7.1.3 How to set a user criterion for a Black List rule

1. In the Add Rule dialog, in the Field drop down list, select User Name or
Authentication Group.
In the Condition drop down list, select the desired condition.
Click on Browse (...) and select the desired user/group.

inflock
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Select User Name

Name Iadi Search

Search Results:

MYCOMPANY\adicat
MYCOMPANY\adicla
MYCOMPANY\adihop
MYCOMPANY\adiphi

Setting a user criterion for a Black List rule

7.1.4 How to set a URL criterion for a Black List rule

1. In the Add Rule dialog, in the Field drop down list, select URL.
2. In the Condition drop down list, select the desired condition.
3. Enter a URL address in the Value text box.

inflock
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Edit Rule

Name:
|Exclude URL |

Description:

1]

Define more criteria:

Field: Condition: Value:
|URL j lcontains ﬂ Ihttp:/lmycompany.conﬂest
Add to List l

Fitter events that match these criteria:
URL contains ‘hitp:#/mycompany.com/test’

Remove

Setting a URL criterion for a Black List rule

7.1.5 How to set an IP Address criterion for a Black List rule

1. In the Add Rule dialog, in the Field drop down list, select IP Address.
2. In the Condition drop down list, select the desired condition.
3. Enter an IP address in the Value text box.

inflock
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Edit Rule

Name:
[Exclude IP Segment |

Description:

1]

Define more criteria:

Field: Condition: Value:
|IPAddress Ll |begins with ;I |10.1.

Add to List l

Fitter events that match these criteria:
IP Address begins with "10.1."

Remove

Setting an IP Address criterion for a Black List rule

inflock
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8. System Roles

An administrator can assign roles to users and groups in CardioLog (see role definitions
in section 2 of this guide).

Note: An Administrator role is automatically assigned to the user who installs the
product. By default, access to the CardioLog Ul is denied for users and groups that are
not assigned with a system role - or which are not defined in Active Directory (user

names are retrieved by the Active Directory Updates service).

1. In the Navigation pane, under Administration, click Roles.

2. In the Central Area, click Add.

3. In the Add Role dialog, enter a user/group name in the Name text box.

4. While entering the user/group name, click on Browse (...) or on Ctrl+K to search for
a user/group.
Select the check boxes to assign permissions to the user/group.

6. Click Save.

Note: user permissions precede group permissions.
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/7 CardioLog(TM) - Web analytics for the enterprise portal - Intlock Ltd. - Windows Internet Explorer - P P [ 53
(S [&] htip:jdemojCardioLog/index. aspx ﬁ Google =28

.7 Favorites (& Cardiolog(TM) - Web analytics for the enterprise port... | I

Usage Reports for SharePoint

@® cardioLog™ 20II

]E}’.vg@.m- Safety + Tools~ @~

Connected As Demo\administrator

License Usage || Roles
- — — —
roa 7
<l Portal Analysis v I~ SCOTLAND\Administrator v v v
8 Administration v I~ SCOTLAND\Development 4 v v
[~ SCOTLAND\Sales v v
B Black List
"7, CardioLog Scheduling Service
# ] IS Logs Import
2 Product License
& Roles ‘

& System Configuration
&) system Diagnostics

B} Templates ‘
9, Url Mappings

Remove Add

[€& Localintranet | Protected Mode: OFf

[4a - [®w0o% - 4

Roles

Add Role

Name:

I Information Worker
] Analyst

™ Administrator

=Save | Cancer

Add Role dialog
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Select Users and Groups

Name Ia Search

Search Results:

SCOTLANDVAdministrators
SCOTLAND\Development
SCOTLAND\Domain Users
SCOTLAND\Sales
SCOTLANDAdministrator

SCOTLAND\Sigalit

OK

= Cancel

Select users and groups

7. To edit a role, click on it.

Edit Role

Name:

[ScoTLANDSales

V' Information Worker
v Analyst

™ Administrator

[“Save | Cancel

Edit Role dialog

8. To remove a role, select it and click Remove.
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8.1 Permission Assignment Samples

1. In order to grant permissions for Analysis Center to all users in the MyCompany\Site
Managers group - excluding a specific user, set the following permissions:
e Assign the Analyst and Information Worker roles for the group

e Assign the Information Worker role for the user (which belongs to the above

group)
Roles
Name Information Worker Analyst Administrator
| |
‘ [~ MyCompany\Test Site Manager v ‘

|~ MyCompany\Site Managers v v

Permission assignment sample

2. The default group “All” is used to assign roles to all users. To prevent all users from
using CardioLog, and to assign a specific group permissions to use the system, set
the following permissions:

e Un-check all roles for the “All” group

e Check roles for a specific user group

Roles
; Name Information Worker Analyst Administrator ‘
‘l‘ All \
1 [~ MyCompany\Site Managers v v v

Using the “All” default group to assign permissions to all users in Active Directory
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9. Product License

The Product License page provides information about the licensed product components,

and enables the installation of new licenses.

9.1 Product Features

1. In the Administration pane, click Product License.

2. The product features for CardioLog are listed in the Product Features table.

/7 CardioLog(TM) - Web analytics for the enterprise portal - Intlock Ltd. - Windows Internet Explorer i i =10f x|
Gl:) @ [E] http://demo/CardioLog/index.aspx =l 4] x| [ W cooae |o M
7 Favorites (@ Cardiolog(TM) - Web analytics for the enterprise port... | | ] ) - E) - 0 m - Page- Safety~ Toos- @~ 7
0 Card loLogT"" 20ll Usage Reports for SharePoint Cinnoctud As DsmRadFREAtator -
License Usage = | | Product License
el deisf il ecy CardioLog 2011 Enterprise Trial v.2.0.2.0 986 days left for trial ]
Views this Month 1=
: @ Product Features
Average Views Jan - Feb [27,487] CardioLog API - SendEvent v
: Muttiple Adaptors o«
N Report Canter S Page Views - 10,000,000 v
Analysis Center v
<l Portal Analysis d User Categories 7
YIS aton v IS Log Views Per Year - 2400000 v/
WFE - Uniimted v
B BiackList SharePoint 2003 Adaptor v
7. CardioLog Scheduiing Service MOSS SSP Profiles. v
] IS Logs Import Custom Reports v
/? Product License MOSS 2007 Adaptor v
R Roles Roles and Permissions v
4§ System Configuration Real Time Reporting v
& system Diagnostics Data Export AP v
&3 Templates History - 1 year v
9, Url Mappings Black List v
IS Log Views Per Month - 200000 v
Custom Adaptors %
Report Scheduling v
Remote Usage Data Processing v
SharePoint 2010 Adaptor v
IS Log History Years - 1 o«
AD User Attributes v
Muttiple Portals v
& Install a License File
teenserie: [ |[Bowse. ] sl
Activate a License Key Online
To activate your license key online - use License Administrator, which can be found here:
DEMO\CS\Program Files\intlock\CardioLog\Cardiol ogScheduleServices soft Licensing.LicAdmin
-]
[pone [ [ [ & Localintranet | Protected Mode: Off [7a - [Rwo% -
Product License dialog
-
9.2 Installing Purchased Product Features
1. In the Administration pane, click Product License.
inflock
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2. To Activate your purchased license key, use License Administrator, which can be
found at <CardiolLog Installation Directory>\CardiologScheduleServices\

Microsoft.Licensing.LicAdmin.exe.

#v Intlock - slps@intlock.com - License Administrator

File WView License Tools Help

State  Key Locking Vendor Product Expiration Date | Evaluatior,
w Valid  2ALJI7-P7XDJ-2ZRNXE-Z78TX-7VUSY No Locking  Intlock - sips@intlock com  CardioLog Ert/Pro 1.18, CardioLog Pro  Unlimited Ma
[il e [Ll
1license(s) installed

License Administrator dialog

3. In the File menu, select Activation Wizard.

™ Product Activation Wizard 1

This wizard will guide you through the Activation process.

How do you want to activate your software?

{(*) I wantto activate the software overthe Internet.
{3 I have alicense file I want to install.
(3 I wantto request a license file.

Privacy Statement

T

Activation Wizard dialog

4. Select I want to activate the software over the Internet and then click Next.

5. In the License Activation dialog, enter your activation code and then click Next.
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™ Product Activation Wizard

License Activation

Please enter your activation key:

I |

Privacy Statement

License Activation dialog

inflock
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10. System Diagnostics

10.1 CardiolLog Diagnostics Service

The CardioLog Diagnostics Service checks the status of the CardioLog Scheduling Service

components and tracking agents and sends service errors alerts via e-mail.

10.1.1 How to schedule the CardioLog Diagnostics Service
1. Itis highly recommended to schedule the CardioLog Diagnostics Service to run after
the CardioLog Scheduling Service components run. By default, the CardiolLog
Diagnostics Service runs every day at 08:30 AM.
In the Administration pane, click System Diagnostics.
In the Diagnostics Dashboard, click on CardioLog Diagnostics Service.
4. The CardioLog Diagnostics Service dialog includes the following fields:
e Service Schedule Type - defines the time interval to run the service
component:
- Never - not at any time.
- Once - one time only, once the service is restarted.
- Every rounded hour - every hour, on the hour (Hourly).
- Every X minutes - every X minutes (Interval).
- Every Day at HH:MM - Every day at HH:MM (Daily).
- Every Sunday at HH:MM - Every Sunday at HH:MM. Select the day of the
week and the time (Weekly).

CardioLog Diagnostics Service

Service Schedule:

@ Never

C Once

@ Every rounded hour

@ Every minutes

@&  Every |Day x| at|830 x|

CardioLog Diagnostics Service dialog
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10.2 Starting the CardiolLog Diagnostics Service
1. Click on Start > Run > services.msc
2. Open CardiolLog Diagnostics Service

3. In the CardiolLog Diagnostics Service properties window, click Start and then OK.

10.3 Diagnostics Dashboard
10.3.1 How to view the status of the CardioLog Scheduling Service
components

1. In the Administration pane, click on System Diagnostics.

/7~ CardioLog(TM) - Web analytics for the enterprise portal - Intlock Ltd. - Windows Internet Explorer

] ul =10l x|
G_@ @ [E] http://demo/CardioLog/index.aspx =] 4l % ﬁ Google |2~
- »
.y Favorites (& Cardiolog(TM) - Web analytics for the enterprise port... | ‘ J - T ~ Page~ Safety~ Tools~ (@~
o Card IOLOgTM 20ll Usage Reports for SharePoint Connected As Demo\administrator
License Usage # || System Diagnostics
“§ Report Center > Services staus  ETH)
1 Portal Analysis > CardioLog Diagnostics Service Started
CardioLog Scheduling Service Started
[} Administration v
— Usage Data Processing @
B Black List Portal Tree Updates ®
*7" CardioLog Scheduling Service Active Directory Updates £ 4
# ] IS Logs Import Report Scheduling @
2 Product License User Categories Updates @
@ Roles Usage Data Processing (Remote Environments) @
G system Configuration
&) system Diagnostics
&3 Templates Tracking Agents Site Title Threshold Status
Url Mappings
9’ kel All Monitored Sites Warning
http:/intlockRND/Pages/defaul. aspx Intlock Portal 100 @
http://wvew.sharepointwebanalytics.com/ Intlock Homepage 10 @
Add
[Done [ [ [ [ [ [ Localintranet | Protected Mode: Off Vo |R100% - 4

Diagnostics Dashboard dialog

2. In the Services table, click on CardioLog Diagnostics Service in order to edit the
service schedule type.

B Hoerp o
inflock

-h5-



— - \ 4 ™ The leadi
"' Ca rdIO[_@ G %hreel?anllr:g\ml\flx

Usage Reports for SharePoint Solution

CardioLog Diagnostics Service

Service Schedule:

@ Never

@ Once

@ Every rounded hour

@ Every minutes

0

Every IDay _'_'] at |8:30 :_I

=0k W Corcer” |

CardioLog Diagnostics Service dialog

3. In the Services table, click on CardioLog Scheduling Service in order to view the

status of the service.

CardioLog Scheduling Service Status

Service State: Started

Service Status:

Usage Data Processing, Portal Tree Updates Active Directory
Updates, User Categories Updates Usage Data Processing (Remote
Environments) did not run

¥ send service error alerts

Email Alerts Settings...

[“0K™| " Cancel

CardioLog Scheduling Service Status dialog

4. In the CardioLog Scheduling Service Status dialog, check the Send service

error alerts checkbox - in order to receive service error alerts via e-mail.

inflock

-5h6 -



? Ca rdiOLO GTM Sh;rsl;?ﬁﬂg/\nllxtlcs

Usage Reports for SharePoint Solution

5. Click on Email Alerts Settings to configure the e-mail settings.
1. In the Configure Email Settings dialog, fill out the following fields:
e SMTP Mail Server - A full DNS name for the SMTP Server. Example:
“mycompany.com”
¢ SMTP User Name, SMTP Password - these are optional fields, for supplying
credentials.
e System Administrator e-mail address - recipients list for service error alerts.
Click on the right arrow to select Email addresses.
2. Click Add to add the e-mail address to the selected recipients list.

3. Click Save, and restart CardioLog Scheduling Service.

To configure a secure SMTP server with a non-default port, or the CardioLog reports
email sender and subject, edit the following keys in the [CardioLog Installation
Folder]\CardioLogSchedulingService\Settings.config file in the <handlersParams>

section:

<param>
<handlerld>6</handlerld>
<name>SMTPMailFrom</name>
<val><![CDATA[CardioLog_Reports@intlock.com]]></val>

</param>

<param>
<handlerId>6</handlerld>
<name>SMTPUseSSL</name>
<val><![CDATA[0]]></val>

</param>

<param>
<handlerIld>6</handlerld>
<name>SMTPPort</name>
<val><![CDATA[25]]></val>

</param>

<param>
<handlerld>6</handlerld>
<name>SMTPMailSubject</name>
<val><![CDATA[CardioLog Report]]></val>

</param>

Note that the <handlerld> should be the CardioLogScheduler id in the <handlers>

section:
<handler>
<handlerld>6</handlerid>

<handlerName>CardioLogScheduler</handlerName>
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Configure email settings

SMTP Mail Server:
[intlock.com I

User Name:

I |
Password:

I |
System administrator email address:

I Search I |

Add I

Selected Recipients:
adie.catherwood@MYCOMPANY .com

Remove |

=S Cancel |

Configure Email Settings dialog

Select Users and Groups EMail Address

Name |adi Search

Search Results:

adie.catherwood@MYCOMPANY.com
adie.clavering@MYCOMPANY.com
adie.hopkin@MYCOMPANY.com
adie.philbrook@MYCOMPANY.com

=0k ]| Carcel |

Select Users and Groups E-mail Address dialog

inflock
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4. In the Services table, click on each service component to view the status of its
status.

Usage Data Processing Status

Last Runtime: Usage Data Processing last runtime was at 3/20/2011 5:01:00 PM

Next Runtime: Usage Data Processing next runtime is at Sunday, March 20, 2011 6:01:00
PM

Status:
Usage Data Processing did not run as scheduled

View log file

[ Ok |

Usage Data Processing Status dialog

5. In the Service Component dialog, click on View log file to view the service
component log file.

6. In the Services table, click on XML to view the status of all service components - in
a single XML web page. This web page can be used by other monitoring systems in

your organization as well.

10.3.2 How to view the status of the monitored websites
By default, alerts are sent via e-mail when the event count for all monitored websites is
under the threshold. It is recommended to define a threshold for each monitored

website - to better isolate usage tracking issue.

1. In the Administration pane, click on System Diagnostics.
2. In the Tracking Agents table, click on All Monitored Sites to view the status of all

monitored websites.
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All Monitored Sites Status

Monitored Sites Status:
Number of total events processed (425) in the last 24 hours is less than
the default threshold (1000 events per 24 hours)

Number of Processed Events: 425

Number of Un-processed Events: 0

Number of Lost Events: 0

Default Event Count Threshold: [1000 ]

Period Gap for Event Collection (in hours): |24 ]

IV send service error alerts

Email Alerts Settings...

0K | Cancel |

All Monitored Sites Status dialog

3. In the All Monitored Sites Status dialog, you can define the Default Event Count
Threshold and the Event Count Period (in hours).

4. In the All Monitored Sites Status dialog, select the Send service error alerts in
order to get service error alerts via e-mail. These alerts are sent when the event
count for all monitored sites is under the threshold.

Click on Email Alerts Settings to configure the e-mail settings.

In the Tracking Agents table, click on Add.

Add Monitored Site

URL:
]http:l/lntlockRNDlPages/defaulLaspx | _I

Title:
]Intlock Portal |

Thresheld:
|10 |

Add Monitored Site dialog

inflock
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7. In the Add Monitored Site dialog, click on Browse (...) in order to choose a site
from the Object Explorer dialog. Enter the default event count threshold for this site
in the Threshold field.

Object Explorer

=3 AlL3)
(=3 Intiock 2010 Portal
(=] SharePoint - 80
# [7] Intiock Portal
(= LQ My Business Intelligence Center
(= L;J My Enterprise Search Center
= Q My FAST Search Center
&[] My Team Site
[-1[C3 Perscnal Spaces
[+ 3 SharePoint - 94
(= 3 intlock Homepage
=l 3] intiock Homepage
[#l 3 cardioLog Online Demo Registration
[# 3 Home
[+ £ SharePoint Analytics [~

=k Cancel |

Choose a site from the Object Explorer dialog

8. In the Tracking Agents table, click on each Monitored Site in order to edit or
delete it.

Edit Monitored Site
URL:

[’ p sharepointweoanaiyltcs.cof l

Title:
[Intiock Homepage |

Threshold:
[10 |

Status:
OK

=Save | Delete | Cancer”

Edit Monitored Site dialog

inflock
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11. URL Mappings

The URL Mappings list defines the modifications that should be made to URL address
while collecting data from the monitored environments. For instance, views for a page
whose URL address includes a list of parameters will be written (after mapping) to the
system without the URL parameters.

CardiolLog ships with a list of default URL mappings (grayed out) for Microsoft
SharePoint 2010, Microsoft SharePoint 2007 and Microsoft SharePoint 2003.

/7 CardioLog(TM) - Web analytics for the enterprise portal - Intlock Ltd. - Windows Internet Explorer - e -1of x|
G@ @ [&] htip:/jdemoCarcio aspx =] 4 x| [Fcooqe £~

¢ Favorites QCardioLog(m)»Wehmalyﬁcsfwmememsewu.l | [ %5 - B - - Page safety - Took- @- 7

‘ Card iOLOgTM r={e)|! Usage Reports for SharePoint Connected As Demoladministrator

=

License Usage @ | Url Mappings

“8 Report Center > ‘
. Portal Analysis >
3% Administration v

B BlackList

]

Continue Order

"7 CardioLog Scheduling Service

# ] IS Logs Import

2 Product License

& Roles

4@ System Configuration

=) system Diagnostics

&3 Templates
9, Url Mappings

-|-|-|-|-|1-l-|111111‘?1’1111111'\111111%

Remove Add

e [ [ [ [ [ [ Localintranet | Protected Mode: Off [Fa - [®m0% - 4

The URL Mappings Central Area

1. In the Navigation pane, under Administration, click URL Mappings.

2. In the bottom of the Central Area, click Add.

3. In the Add URL Mapping dialog, in the Pattern text box, enter the string to replace.
Use a regular expression format.

4. In the Action text box, enter the replacement string.

inflock
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5. You can set the order of mappings in the Order drop down list, and whether to
continue with additional mappings - in Allow Continue.
6. Click Save.

Add Url Mapping

Pattern:
|aspx\?parameter=.' |

Action:
Iaspx |

Order:l 0 "l

¥ Allow Continue

Add URL Mapping dialog

7. To immediately apply the URL mapping, restart IIS on the CardioLog Server.
8. To edit a mapping, in the Central Area - click the mapping, then enter the fields in
the Edit URL dialog, and then click Save.

9. To delete a mapping, in the Central Area - check the mapping, then click Remove.

Add Url Mapping
Pattern:

Action:
]aspx |

0rder:| 0 - l

¥ Allow Continue

Editing a URL mapping

If the CardiolLog installation includes Offsite Environments, then the URL mappings for
these environments are also displayed under URL Mappings in Administration.

inflock
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12. IIS Logs Import

The IIS Logs Import feature allows you to gather your existing usage tracking data,

dating before the installation of CardioLog by importing this information from IIS logs.

1. In CardiolLog application server, run Services.msc and stop CardioLog Scheduling
Service.
2. In the Administration tab, click IIS Logs Import (If you receive an error that you

need to install Log Parser, download and install it on the main CardioLog Server).

/" CardioLog(TM) - Web analytics for the enterprise portal - Intlock Ltd. - Windows Internet Explorer P P [ 3
G?j w [E] http://demo/CardioLog/index.aspx =il x| [ cooc= [2]-]

¢ Favorites QCardioLogch)-Webanalyﬁcsformeeneerpfiseporn..| | | % B - - pager Sfety Tods @ 7

G Card iOLOgTM 20ll Usage Reports for SharePoint Connected As Demo\administrator

License Usage @ | IS Logs Import

‘8 Report Center >
A\, You must nstall LogParser 2.2 Downioad

5 If Log Parser 2.2 is installed, then add the ‘ISLog} key to the ings section in CardioLog\Web.config, with a value matching the direct path to the
J  Portal Analysis > i

[\ Administration v

B Black List

"7, CardioLog Scheduiing Service
# ] 1S Logs Import

22 Product License

& roles

{4 System Configuration

&) system Diagnostics

&3 Templates

@, Url Mappings

e [ [ [ [ [ [ [€ Localntranet | Protected Mode: OFf 73~ [Roo% ~ 4

inflock
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3. Select the web site and the desired date range.
3.1. Note: Please choose dates prior to the CardioLog installation. Choosing dates

subsequent to the CardiolLog installation data will result in duplication of usage
tracking data.

(_ CardioLog(TM) - Web analytics for the enterprise portal - Intlock Ltd. - Windows Internet Explorer

i i =loix]
GE; ® |ie] http://scotiand:3081/CardioL og/index.aspx =l ;51 E\ ﬁm@e [0~

i Favorites @ Cardioog(T) - Vieb analyts for the enterpriseport.. | | |5 B - 0 - page- Sofety Todks @+ 7

0 Cal‘diOLogT"" 20 I I Usage Reports for SharePoint

Connected As SCOTLAND\Sigalit

License Usage & | IS Logs Import

..' -
— ‘ SharePoint Web Site:
hitp:/iscotiand:81 =
<l Portal Analysis 3 piiiscotian |
Log file directory:
0 —
: o o [cunetpubiLogFiles\ I

B BlackList From To
7, CardioLog Scheduling Service = February 2011 E = March 2011 =
4 1S Logs Import Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat
B Product License 30; 31 ok 2 3 4y 5|27 28 M; 2 3 4,3
6 I & @8 10112 & I 8 8 10112
& Roles
13 14 15 16 17 18 19| |13 14 15 16 17 18 19

4G+ system Configuration

(& system Diagnostics

o N
i~
I3

&3 Templates

9, Url Mappings
Show Advanced Settings

Import

[ [ [ [ [ [ [ Localintranet | Protected Mode: Off [Va - [R100% - 4

4. Fill out the directory path of the IIS logs files for the SharePoint web site.
4.1.You may need to create a network share in order to access your WFE.

4.2.If you have several WFE's, you will need to repeat steps 1 - 5 for each WFE.

inflock
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5. Click on Show Advanced Settings.
5.1.Under Included File Extensions, add all commonly used file extensions (ex.
MS Office documents). Use the Enter key as a separator.
5.2.Under Excluded User Accounts, add those SharePoint service accounts that
you wish to exclude from the import process. These should be formatted thus:

DOMAIN\Username. Use the Enter key as a separator.
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IIS Logs Import dialog

Click the Import button to begin importing the usage data from IIS.

Once all logs were imported, log in to CardioLog application server, run Services.msc

and start CardioLog Scheduling Service.
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