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1. Contacting Intlock

Web site: http://www.intlock.com/intlocksite/contactUs.asp

Contacting Intlock Support

Intlock Support is available to customers who have installed the CardioLog 2010
evaluation version or who have purchased a commercial version - and have a valid
maintenance contract. Intlock Support provides help with the ongoing configuration and
maintenance, including periodic upgrades and service packs.

View the CardiolLog 2010 User Guide for a detailed description of the product.

Web site: http://www.intlock.com/intlocksite/Support/Request-Support.asp

e #F o a= g
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2. Introduction

CardioLog 2010 is a complete web analytics solution, with its own tracking agent and
data repository. It is designed for Microsoft SharePoint and includes numerous usage
reports. This guide describes the CardioLog 2010 maintenance procedures for system

administrators:

CardioLog 2010 Overview

e System Architecture

e System Requirements- including a database sizing formula and _payload analysis.

e Usage Reports Overview-including guidelines for creating efficient reports and

scheduling them.

Daily Maintenance Tasks
e CardiolLog 2010 Diagnostics - how to detect and correct faults in the CardiolLog

2010 system components and tracking agents.

e System Health and Performance Monitoring - infrastructure recommendations for

the operating system maintenance, database maintenance, system monitoring
and backup policy.

e System Redundancy - how to configure network load balancing and usage

tracking in a case of a SharePoint farm failover.

Event-driven Maintenance Tasks

Configuration, Customization and Optimization Tasks
e Monitoring a New Environment - how to collect data for a SharePoint based web

site, a non-SharePoint web site and for banner clicks.

e Data Collection Filters - how to define rules for excluding usage events from the

monitored environments with the Black List, and how to configure the tracking

agent.
e Fine Tuning - how to ensure qualitative and accurate reporting data using URL

mappings.
e Permissions - how to define system roles and report permissions.

e CardioLog SDK - how to send events with the CardioLog API and create your own

custom reports.

e Sending Events with the CardioLog API - how to create your own data collection

mechanism and custom events.
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e Enhanced Visitor Segmentation - how to collect visitor data from custom Active

Directory attributes, SharePoint user profiles, and external schemas (as opposed
to Active Directory) - such as department, region, etc.

e Troubleshooting Empty Usage Reports

e Data Integrity Tests - how to compare the CardioLog 2010 page views and unique

users reports with metrics generated by other reporting tools.

e Uninstalling the CardioLog Tracking Agent - how to remove the CardiolLog

tracking code from the portal.

e Data Archiving - how to delete raw history data in order to save disk space and

maintain database health.

e Product License — how to view information about the licensed components and

modules, and how to install a new license.

2.1 Common Maintenance Tasks Reference
2.1.1 Troubleshooting

CardioLog 2010 system components are monitored by the CardiolLog Diagnostics

Service. System administrators receive error alerts via e-mail and can view the status of

the CardioLog 2010 system components in the Diagnostics Dashboard.

How to detect and correct faults in the CardioLog 2010 system components, tracking

agents and CardioLog UI:

e Troubleshooting errors in the CardioLog Services

e Troubleshooting errors in the Tracking Agents

e Troubleshooting errors in the CardioLog UI

e Troubleshooting empty usage reports

2.1.2 Testing scenarios
It is recommended to perform the following maintenance tasks in your testing
environment and follow the successful measurement check list - before the

implementation in production environment:

1. Monitoring a new environment with CardioLog 2010:
¢ Non-SharePoint web sites (such as ASP .NET based web site)

e Banner Clicks and Referrers (such as links to external sites)
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2. Enhanced Visitor Segmentation with CardioLog 2010:

e How to collect data about visitor attributes from external schemas - such as

department, region, etc.

e How to collect data about visitors from external schemas (as opposed to Active

Directory).

inflock
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3. CardioLog 2010 Overview

CardioLog 2010 is an integrative solution which offers monitoring and reporting for
enterprise portals of various technologies such as Microsoft SharePoint 2010, Microsoft
SharePoint 2007 and Microsoft Dynamics CRM.

Unlike other web analytic tools, CardioLog 2010 offers statistical aggregations based on
the logical structure of the monitored environment, in addition to aggregations which are
based on a physical structure (URL address). Working directly with a tree which
represents the logical structure of the organization - enables users to view accurate data
according to the familiar organization structure (and not according to the URL addresses
of the various applications in the organization - which do not necessarily illustrate the

hierarchal relationship between the applications).

CardioLog 2010 fully supports the Microsoft SharePoint object models and hierarchies,
including the various portal objects (such as Wikis, Blogs, Sites, Documents, etc.)
Moreover, CardioLog 2010 supports any custom portal hierarchy, which can be defined
either manually or through an API - for environments which are not shipped with the

product.

CardioLog 2010 ships with full support for integration with multiple Active Directories,
and offers data filtering by users and groups in the organization. In addition, CardiolLog
2010 offers:

e Monitoring of portal events such as - views, updates, and searches - in various

time intervals and for any object in the organization’s hierarchal tree.

e Generation of queries about portal usage and displaying them as tables, charts or
meters (gauges) - and distributing them throughout the organization in various

ways, such as: web interface, Email, and SharePoint Web Parts.

CardioLog 2010 is designed for IT managers and content managers. The product’s
working environment includes an easy-to-operate user interface and administration

interface.

-10 -
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3.1 System Architecture

This is the basic CardioLog 2010 configuration for SharePoint 2007 within the intranet

environment:

SharePaoint 2010 Front End
With Tracking Agent

CardioLog 2010 Server

Event Collerctor

SharePoint 2010 Database
Workstations

SharePaint 2010
Tree Service

The CardioLog 2010 solution includes the following separate components:
1. CardiolLog 2010 Database - A repository for storing all tracking and reporting
data. Contact Intlock for a list of the database tables used in a CardioLog 2010

topology.

2. CardiolLog 2010 UI - A web application for configuring and viewing the web
analytics reports.

3. Portal Tree Service- A web service which provides the structure of the
monitored environment. CardioLog 2010 includes several off-the-shelf portal tree
services, such as the SharePoint 2010 Tree Service and the SharePoint 2007 Tree
Service. They provide the structure of the monitored environment.

You can create your own custom tree web service to provide the hierarchal
(logical) structure of a non-SharePoint website.

4. Tracking Agent - A JavaScript tag which is included in the portal pages and
monitors site usage. CardioLog 2010 includes several off-the-shelf tracking
agents, such as the SharePoint 2010 Agent which monitors visitor behavior in
SharePoint 2010 (The tracking code is added to your SharePoint 2010 INIT.js

-11 -
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file), MOSS 2007 Agent which monitors visitor behavior in SharePoint 2007 (The
tracking code is added to your SharePoint 2007 CORE.js file) and the Basic Agent
which monitors visitor behavior in non-SharePoint web sites (The tracking code is

added to common page component such as Master pages).

The tracking agent sends data to the Event Collector web application. The
CardioLogAgent IIS virtual directory (aka, the usage tracking application)
requires user authentication, and thus is set to Windows Authentication. Just like
any SharePoint page request, a request for a CardioLog Agent resource (including
JS files) requires user authentication. Therefore the response includes a WWW-
Authenticate header field containing a challenge applicable to the requested
resource. The client then repeats the request with a suitable Authorization header
field.

5. Event Collector - A web service which sends tracking data from the tracking
agent to the main CardioLog 2010 database.

This web service must have Anonymous Access enabled in order enable the
collection of data from various monitored environments.

6. CardioLog API - A set of web services provided by CardioLog 2010, which
include functionalities such as -system health checks and API calls and sending
custom events and create custom data queries.

7. CardioLog Scheduling Service - A Windows services which runs scheduled
jobs, such as: report creation, report distribution via email, usage data
processing, portal structure updates, Active Directory data updates, and more.
The service login account must have db_owner permissions for the CardiolLog
2010 database, and read permissions for all SharePoint configuration and content

databases.

The CardioLog Scheduling Service includes the following separate components:
¢ Usage Data Processing - processes incoming tracking data from Event
Collector.

e Portal Tree Updates- retrieves the structure of the portal (monitored
environments). This is done by creating an XML file which portrays the
hierarchal structure of the portal, and then translating the XML data into
relational data. This structure is the basis for usage data aggregations.

¢ Report Scheduling- responsible for the automatic generation of

scheduled reports and their distribution through Email.

-12 -
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e Active Directory Updates- CardioLog 2010 provides the ability to
segment authenticated visitors by their user names and the groups they
belong to. The Active Directory Updates service component retrieves the
list of users and groups directly from Active Directory.

e User Categories Updates- CardioLog 2010 provides the ability to
segment visitors by any custom category. The User Categories Updates
service component retrieves the list of custom categories from a
designated web service.

¢ Usage Data Processing (Remote Environments)- CardioLog 2010 can
monitor external environments (such as DMZ, internet sites) and store the
tracking data in a temporary repository (Offsite Database). The Usage
Data Processing (Remote Environments) service component imports data

from the temporary repository to the CardioLog 2010 database.

8. CardiolLog Diagnostics Service - A Windows service which runs the health
checks for the system.

9. Offsite Application - A web application which sends tracking data from tracking
agents located in DMZ - to the Offsite database.

10. Offsite Database - A repository of tracking data in DMZ.

The Data Collection Process

1. The CardioLog JavaScript tracking code is added to a SharePoint common page
component and is downloaded with each portal page request.

2. Information about user actions within the portal pages is sent to the
CardioLogAgent web application - via asynchronous JavaScript calls (AJAX).

3. The CardioLogAgent application passes on the usage information, via HTTP web
requests, to the EventCollector application - which writes the data into the
CardioLog database.

4. The Usage Data Processing service processes incoming tracking data from Event
Collector (every rounded hour by default).

5. The processed data is visible in the Report Center and Analysis Center. The period
expected when selecting each one of the date range options is as follows:

e This Hour - shows cached data until the last rounded minute.
e This Day - shows cached data until the last rounded hour.
e This Week - shows cached data until last rounded hour.

e This Month - shows cached data until last rounded day.

-13-
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e This Quarter - shows cached data until last rounded day.

e This Year - shows cached data until last rounded day.

inflock
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3.2 System Requirements

To ensure optimal operation, it is recommended to install the CardioLog application and

database on dedicated servers.

Make sure that your system meets the following minimum hardware and software

requirements:

Professional Edition

Enterprise Edition

Platform

64-bit

64-bit

Operating System

Windows 2003/2008 Server or
Windows 2003 R2/2008 R2 Server
Standard Edition (fully patched)

Dedicated Windows Server:
2003/2008 or 2003 R2/2008 R2
Standard Edition (fully patched)

Application Memory* 8 GB Minimum** - 16 GB
Recommended - 32 GB
Processors* 2xQUAD Minimum** - 2xQUAD
Recommended - 4xQUAD
SQL Edition Microsoft SQL Server 2005/2008 Minimum** - Microsoft SQL Server
Standard Edition (fully patched) 2005/2008 Standard Edition (fully
patched)
Recommended - Microsoft SQL
Server 2005/2008 Enterprise
Edition (fully patched)
SQL Memory 4 GB 16 GB
SQL Processors 2xQUAD Minimum** - 2xQUAD
Recommended - 4xQUAD
SQL Storage
System Disk 10 GB 10 GB
Page File Disk 10 GB 10 GB

Database Disk

Transaction Log Disk
RAID

~150 GB (depending on the
monitored environment)
According to the backup policy
Raid 5/10 or similar

~150 GB (depending on the
monitored environment)
According to the backup policy
Raid 5/10 or similar

-15 -
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Microsoft .NET Framework 3.5 Microsoft .NET Framework 3.5

Additional Software & Services

Service Pack 1 Service Pack 1
e Microsoft Chart Controls for e Microsoft Chart Controls for
Microsoft .NET Framework 3.5 Microsoft .NET Framework 3.5
e IIS6.0,IIS7.00rIIS7.5 e IIS6.0,IIS7.00rIIS7.5

e Microsoft Internet Explorer 7.0 e Microsoft Internet Explorer 7.0

or higher or higher

* This refers to hardware allocated for the CardioLog application pool and services (and not for the CardioLog
SQL server)

** For up to 2,000,000 page views per month

*** The CardioLog application and database servers can be installed on virtual machines (which meet the

above minimum hardware and software requirements

System Performance
The amount of resources needed for the CardioLog Scheduling Service nightly processing

depends on -

e Number of portals

e Portal size

e Number of scheduled reports

e The timeframe for the reports (reports for 365 days demand more resources
then reports for 30 days)

e The number of events (traffic) coming in from the portal at the time of report
processing

The more resources allocated the better.

If the CardioLog application is hosted on one server, while the CardioLog database
resides on a second server, then the server hosting the CardioLog database should be
the powerful one, in terms of allocated resources - processors, memory (RAM) and hard
disk space.

An installation with over 1 million portal items requires the allocation of over 4GB for the

SQL Server process.
The CardiolLog Application User Account

It is recommended to create a dedicated user account for the CardioLog application. The

CardioLog user account should have the following permissions and roles:
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db_owner for the CardioLog database

processadmin for the CardioLog SQL server.

db_datareader for the SharePoint configuration and content databases
Read access for the SharePoint TEMPLATE share.

Member of the CardioLog application administrators group (role).
Member of the local IIS_WPG group (for Windows Server 2003 only).

Full Control permissions for the CardioLog Installation Folder.

® N O Uk wWN =

Permissions for starting and stopping the CardiolLog services.

Note: If the CardioLog user account is used for the installation of the CardiolLog
application, make sure it is a member of the local Administrators group (on the
CardioLog server) and is assigned with the create database, alter any login permissions

on the CardioLog SQL server.

3.2.1 Database Sizing

Hard disk allocation depends on the size of the monitored environment and the level of
activity taking place in the portal. Additional factors that should be considered are the
backup and clean-up policies and the amount of data accumulated over time. For

example, an installation with 270MB of monitored data per day requires a total disk

space of about 100GB for a single year of data. An installation with 10 million usage

events per month requires a total disk space of about 240 GB for a single year of data.

In practice, the estimated database size depends on the size of the CardioLog 2010

event tables. The following formula depicts the sizing calculation for the database:
Sd = (Srd + Sri) X Nu X (Ns + Nsr + (Ne X 2)) x P

Where:

Sd = estimated size of the database

Srd = average size of data per event (0.806 KB)

Sri = average size of index per event (0.666 KB)

Nu = number of users in the monitored environment

Ns = average number of search operations per day per user (each search operation

generates 1 event)

Nsr = average number of search results clicks per day per user (each search results
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click generates 1 event)

Ne = average number of non-search operations (views, duration) per day per user (each

non-search operation generates 2 events by default)

P = length of the monitoring period - in days

inflock

-18 -



ih Ca rdiOLO GTM SIwgt}']gFl’?ﬁ;rl‘%gArwalytic5

Usage Reports for SharePoint Solution

3.2.2 Portal Page Performance

CardioLog operates in a non-invasive transparent manner and does not affect the
monitored portal's overall performance and response time. The product has a marginal
footprint on the portal environment and can be turned off instantly should a diagnosis is

required.

CardioLog’s execution is asynchronous to the monitored portal’s execution and users'

activity and thus CardioLog has no direct impact on the monitored environment.

Tracking Code - Portal usage tracking is performed by the CardioLog Agent - which is a

55Kb piece of JavaScript tracking code, added to the portal pages. 10Kb of this code is
cached in the client browser. The agent is built from several files (total of 55K). The
agent is cached so that the user will have to download 55K the first time and after that
the browser will execute calls just to make sure there is no newer version (you should
see those calls with 304 status instead of 200 status and the response should be only

few hundred bytes).

CardioLog Agent File Bytes Sent Bytes Received
/CardioLogAgent/AgentEmbed.aspx 906 6,499
/CardioLogAgent/M0SS2007_1.2.js 730 10,550
/CardioLogAgent/agentBaseEmbed.aspx 734 39,374
/CardioLogAgent/CustomAgent_1.2.js 733 586
/CardioLogAgent/tunnel.aspx 1,287 295

The download time for the CardioLog Agent JavaScript code is dependent upon multiple
factors - such as network connectivity and band width. Generally, the download time is

almost negligible.

The CardioLog Agent JavaScript code is loaded on page-onload, and sends usage data to
the CardioLog server - asynchronously. The calls to the CardioLog server do not affect

the page response time.

In cases where the CardioLog Agent fails to connect to the CardioLog server (the
EventCollector web application), it retries to connect after 60 seconds (configurable), to

avoid unwanted overhead.
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Intlock encourages each customer to perform his/her own performance tests.

inflock
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3.3 Basic Usage Report Overview

A report created in the CardioLog 2010 Report Center can be scheduled and distributed
once a day/w